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Abstract. HCTR?2 is a widely used and efficient tweakable enciphering scheme, but,
as shown by Chen et al. (ToSC 2023), it is difficult to design a CMT-4 secure AEAD
using HCTR2 with the Encode-then-Encipher (EtE) structure. Their attack breaks
CMT-4 security, and CMT-1 security remains heuristic without formal proof.

To provide these security guarantees, we first define an extension of HCTR2, named
HCTR3, where the tweak is processed by a collision-resistant hash followed by a
keyed AXU hash. EtE [HCTR3] can resist the aforementioned CMT-4 attack, but
its CMT-4 security remains heuristic. Next, we propose a tweakable enciphering
scheme, Samvadini, integrating HCTR3 with HCTR*, a simple variant of HCTR by
Jha and Nandi (2022). In an EtE scheme, with the message extended with 7 zeros,
Samvadini defines the AEAD scheme Samvadini-AEAD. The latter is provably n/2-bit
robust and min{n/2, 7/2, k}-bit CMT-4 secure, where n, x and 7 are the block,
key, and tag lengths, respectively. Its simple design surpasses the security guarantees
of EtE[HCTR2], AEZ, and EtE[Adiantum], while essentially maintaining the good
performance of EtE[HCTR?2].

Instantiations of Samvadini with 256- or 512-bit block ciphers and efficient AXU
and collision-resistant hashes meet the strictest commercial and government security
standards. To facilitate such instantiations, we provide explicit examples of suitable,
high-performance AXU hash functions and counter-like modes of operation based on
linear feedback shift registers.

Keywords: Large Block Ciphers, Tweakable Block Ciphers, Accordion Ciphers,
Authentication, Robustness, Full Commitment.

1 Introduction

Samvadini-AEAD is an efficient robust and fully committing Authenticated Encryption with
Associated Data (AEAD) mode of operation. It is defined by combining Samvadini, a
length-preserving Variable Input Length (VIL) Tweakable Block Cipher (TBC), with a
suitable plaintext encoding. These two provably secure protocols are the main contribution
of this paper.

The notion of Robust Authenticated Encryption (RAE) was introduced by Hoang et
al. [HKR15] to allow users to choose the amount of ciphertext expansion while maintaining
authenticity. RAE provides stronger security guarantees than traditional AEAD schemes,
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including security against nonce misuse, tag truncation, and Release of Unverified Plaintext
(RUP) attacks [ABLT14]. These security guarantees have made RAE a requisite for the
recent NIST call for Accordion modes. Several RAE designs have been proposed, for
instance [HKR15, CB18, CHB21, HM24,NSS24].

However, RAE does not protect against attacks such as Partitioning Oracle Attacks on
password-based encryption [LGR21]. These attacks exploit certain encryption modes that
allow efficiently finding ciphertexts that successfully decrypt under many different keys.
Preventing such attacks requires key-commitment ( CMT-1), i.e., the property that finding
two plaintexts that encrypt to the same ciphertext under different keys is computationally
hard. This concept was introduced by Abdalla et al. [ABN10] under the name of robustness.

Key-committing security is essential for use cases such as Message Franking [GLR17],
Cloud Encryption, and Google Subscriptions [ADGT22]. Various approaches have been
proposed to add commitment to existing primitives [FOR17, DGRW18, ADG"22]. Some
applications require an even stronger property called fully committing security ( CMT-4),
i.e., it must be computationally hard to find different keys, associated data, and plaintext
input tuples (K, A, M) # (K', A’, M) that encrypt to the same ciphertext [BH22]. Note
that in this paper we assume that the nonce is included in the associated data. Commitment
enables compact audit trails where only the tag needs to be stored. Fully committing
security is also a desirable property for modes building upon accordions.

It comes as no surprise that the need for an efficient mode of operation that provides
both RAE and full-committing security is widely recognized, as proven by the cited
literature as well as, for instance, [BH22| and [BH24].

1.1 Robustness, Commitment, Performance: Pick only any two?

To illustrate the difficulty of combining both robustness and commitment in an efficient
construction, we discuss three notable examples: AEZ [HKR15], Adiantum [CB18], and
HCTR2 [CHB21].

AEZ employs a VIL TBC within the EtE (Encode-then-Encipher) framework. While it
ensures RAE security, CMT-4 security is broken by a 0 (1) attack. Chen et al. [CFI*23]
show that AEZ achieves provable Birthday-bound (BB) CMT-1 security only when 7 = n,
i.e., when the tag size is full, whereas no proof exists for shorter tags. Furthermore, CMT-1
security of AEZ following the specification is practically broken in time 227.

Adiantum is a wide-block cipher primarily designed for disk and file system encryption
on Android devices. It combines a universal hash and a stream cipher using a variant of
the Feistel-based HSBH structure [MT05].

EtE[Adiantum], i.e., Adiantum in an EtE construction, is a RAE-secure AEAD scheme.
Regarding committing security, Adiantum’s guarantees vary across different versions. Chen
et al. in [CFI"23] show that EtE[Adiantum] has 7/2 bits of CMT-1 security for the zero-
prepending encoding and n/2 bits of security for the zero-appending encoding, where 7,
resp. n is the bit size of the tag, resp., block cipher state. For the zero-prepending version,
Chen et al. also established a bound of s/4, where s is the size of the state of the stream
cipher. Consequently, achieving 128-bit, resp., 256-bit, security requires a stream cipher
with at a state size of at least 512, resp., 1024 bits. Finally, there exist straightforward
constant-time attacks against CMT-4 security for both versions of EtE[Adiantum].

In 2021, Crowley et al. [CHB21] introduced HCTR2, a VIL TBC improving upon
HCTR [WFWO05]. HCTR2 combines the POLYVAL polynomial hash function with the AES
block cipher and XCTR stream encryption mode. The authors proved that HCTR2 achieves
BB Tweakable Strong Pseudo-random Permutation (TSPRP) security, and when used
in the EtE construction, it provides BB RAE security. However, Chen et al. [CFIT23]
demonstrated that EtE[HCTR2] fails to provide CMT-4 security since its Associated Data
(AD) hash function POLYVAL lacks collision resistance in the known-key model — CMT-4
security can be broken by a simple constant-time attack. Additionally, HCTR2’s use of
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XCTR poses challenges for security analysis. Unlike XChaCha in Adiantum, XCTR cannot
be modeled as a Pseudo-random Function (PRF) because it computes its counter S
using the same block cipher and key as the main encryption. This allows adversaries to
manipulate S to force identical block cipher inputs and create repetitions [CFI*23, Section
6]: This, together with the fact that the tag generation cannot be modeled as a PRF,
has complicated efforts to prove EtE[HCTR2]’s BB CMT-1 security. The papers [BH22]
and [HM24] tackle these gaps.

1.2 Our Solution

Observing the above-mentioned issues, we take on the problem of designing a stand-alone
AEAD mode which is robust, fully committing, and efficient.
We achieve this objective in two steps:

1. First, we observe that EtE[HCTR2]’s use of an Almost-XOR-universal (AXU) hash
function for both messages and Associated Data allows attacks on commitment
security. We address this in EtE[HCTR3] by processing the AD with a collision-
resistant cryptographic hash # : {0,1}* — {0,1}", while retaining the efficient
AXU hash function for plaintext and ciphertext. The collision-resistant hash function
ensures AD collision resistance under known keys when combined with the AXU hash
function, preventing the CMT-4 attack that works against EtE[HCTR2]. Using an
AXU hash function for messages remains secure since adversaries cannot manipulate
ciphertexts. Since the AD in most applications tends to be relatively short, we
essentially maintain the good performance of EtE[HCTR2] — and the higher price of
cryptographic hashing is otherwise a fair price to pay to attain CMT-4 security.

2. Second, we use HCTR3 to build the Samvadini-AEAD AEAD scheme, which computes
the tag by taking the (unmasked) seed of the counter mode, and encrypting it. This
avoids the overhead of a Committing Concealer [HM24].

In [BROO] it is proven that a length-preserving mode can be converted into RAE secure
AEAD mode following the EtE paradigm. Our construction can be modeled as an EtE
scheme using a Hash-Encrypt-Hash (HEH) mode, where the hash of the combination of
tag and ciphertext (and AD) is computed as the sum of the hash of the tag field and
hash of the ciphertext. Thus, the only difference between usual EtE encodings and ours is
that instead of prepending or appending a block of zeros to the message and the tweak
(or AD hash), said block is conceptually kept separate. Samvadini combines HCTR3 with
a “mini”-HCTR* variant (where HCTR* [JN22, Section 7.1] substitutes XCTR with an
independent PRF) which shares the lane of the first plaintext block. In the EtE scheme,
this “mini”-HCTR* takes care of tag generation and HCTR3 of encryption. This allows
the construction to achieve both RAE and CMT-4 security, and simplifies the CMT-1
security proof.

Samvadini provides BB security. While Beyond-birthday Bound (BBB) designs might
seem preferable, they tend to have worse performance as well as more challenging imple-
mentation and analysis compared to BB designs using large block ciphers. Although some
tweakable BBB designs like bbb-ddd-AES [DMMT24] achieve good efficiency, most tweak-
able BBB modes using a single n-bit block cipher per message block only provide security
for up to 227/3 calls. With a 128-bit cipher, this corresponds to 85 bits of security. To put
this value in perspective, today’s Bitcoin network performs = 295-2 SHA-256 operations
annually at 750 - 106 TH/s [Blo24], where each “H” involves two SHA-256 calls. While
gathering 28° data may seem exceedingly hard, different time-memory trade-offs may be
feasible, necessitating stronger security levels. On the other hand, requiring significantly
more than 2128 calls to break a scheme seems to be an excessive requirement, which may
needlessly impact performance.



4 Samvadini-AEAD

Table 1: Comparison of our proposal and EtE-transformed existing accordion modes.

Security

Design RAE CMT-1 CMT-4 #Ops/Block
EtE[HCTR2] 1.5¢%a2/2" BB attack 1BC+2GF
EtE[ddd-AES] 0(0? /2128) n/a - 1BC + 2GF
EtE[bbb-ddd-AES] O(c3/22%6) n/a - (1+€)BC+2GF
AEZ O(a?/2m) 5 (for full tag only) - 2.5TBC
EtE[Adiantum] q2a /2116 BB attack - 1SC+2HF
EtE[CTET+] /22 n/a - 2BC + 2GF

o
EtE[DBHCTR] min{ T200” S 1200 } n/a - 1BC + 4GF
EtE[PHCTR+] q?a/2%" n/a - 3TBC
EtE[ZHCTR+] q?a/2%" n/a - 3TBC
Samvadini-AEAD  min{O(c%/2"),1/2*} min{%, %,H} Inin{%7 %,H} 1BC+2GF

LEGEND: HF = Hash Function, GF = Galois Field multiplication, BC = Block Cipher,

TBC = Tweakable Block Cipher, n = block size, k = key size, 7 = tag length, ¢ = number of queries,

a = maximum message length in blocks, o = total number of queried blocks over all queries, “BB attack” = No
BB security proof given, a BB attack on the block size n is known, no better attacks currently known,

"for full tag only" = CMT-1 security has been shown when the tag is full n-bit long, “n/a” = Not available .

Fully-secure BBB tweakable modes typically require two or more n-bit (tweakable)
block cipher calls per block [Men15, BBDT24]. Their security bounds are often very
complex expressions, with the conditions for actual BBB security level depending on
several parameters. Using 256-bit wide block ciphers in simpler modes provides clearer
security bounds.

Given these factors, we opted for a BB secure design using block ciphers with keys and
blocks larger than 128 bits to achieve beyond 128-bit ¢%/2"-type security. We recommend
instantiating Samvadini with ciphers having at least 256-bit keys and blocks, such as
256-bit wide Rijndael [DRO2| (possibly with a revised key schedule), Pholkos [BLLS22],
a wider version of QARMAv2 [ABD 23, Appendix F], ASURA [T'SS*24], or MATTER [ADM24].
Since Samvadini does not require a TBC, these ciphers, if tweakable, can be simplified by
removing the tweak input and the Galois multiplications on the cells of the round keys.

1.3 Security and Efficiency Comparison with Existing Designs

We first provide a security and efficiency comparison of Samvadini-AEAD with some
of the existing EtE based designs, including designs based on PHCTR+ and ZHCTR+
from [DDGN24]. The details are given in Table 1 below, where we ignore the lower
order terms in the security expressions and constant overheads in the “Ops. per block”
column. For example, EtE[Adiantum] has an overhead of just one block cipher invocation.
We also compare Samvadini-AEAD to other important generic constructions described
in [NSS24], [BH22], and [HM24]. Note that these designs, to the best of our knowledge,
are more generic and are built on Wide Block Ciphers (WBCs) (i.e., VIL block ciphers)
or CMT-1 secure designs. Precisely, [BH22] and [HM24] provide generic modes and
several instances but, due to their different design paradigms, the comparison can only be
generic as well, as a comparison to all possible instantiations would be too long. A more
comprehensive historical perspective of VIL designs is in Appendix A.

1.3.1 Comparison with FFF [NSS24].

With FFF, Naito et al. [NSS24] take the approach of designing a robust and fully committing
secure AEAD that minimizes ciphertext expansion from a WBC. More specifically, as com-
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pared to a 27-bit ciphertext expansion needed in EtE[HCTR2], EtE[AEZ] and EtE[Adiantum]
to achieve 7-bit CMT-1 security, this approach only requires an expansion of 7 bits to
achieve 7-bit CMT-4 security. This is indeed a significant theoretical result. Unfortunately,
as admitted by the authors, if instantiated with well-established WBCs such as AEZ,
Adiantum, or HCTR2, the security is only satisfied until 7 < n/2 where n is the block size.

Thus, in applications where only CMT-1 security is required, when compared with
the significant overhead added by the three variable length pseudo-random function
invocations (all of which process different inputs containing the AD), the extra 7-bit
ciphertext expansion seems to be a more suitable choice.

Furthermore, the problem of designing a natural construction that can achieve CMT-4
security with a negligible overhead largely remains open.

1.3.2 Comparison with the Constructions in [BH22] and [HM24].

Bellare and Hoang’s Hash-then-Encrypt (HtE) transform [BH22] turns a CMT-1 secure
AEAD scheme into one with CMT-4 security. A synthetic key is created by hashing
together the original key, AD (including tag length 7 and nonce), and message, and
then is used for message encryption. Besides requiring an underlying CMT-1-secure
construction to start with, the technique needs a computationally expensive key derivation
via cryptographic hashing for every query.

Later, the same authors [BH24] proposed a ciphertext-shortening transform that, given
an Authenticated Encryption (AE) scheme that provides s bits of committing security with
a ciphertext expansion of 2s bits, returns an AE scheme that preserves the committing
security with an expansion of only s bits. However, their approach does not address RAE.
Hence, the question of constructing an RAE scheme that provides s bits of committing
security with a ciphertext expansion of 2 s bits is left open.

Hoang and Menda’s EwC technique [HM24] converts a tweakable encryption scheme
TE into another tweakable encryption TE such that EtE[TE] provides CMT-1 security.
When EtE[TE] is used with a synthetic key, it results in a CMT-4-secure construction.
Although this provides a clean modular approach to designing a fully committing secure
scheme, it incurs a significant overhead over TE: it needs the derivation of four additional
keys, on top of the requirements of the TE. EwC also uses a committing concealer, which
provides CMT-4 security at the cost of a four-round Feistel using the underlying block
cipher, a single invocation of a collision-resistant PRF, and two additional uses of the AXU
hash function. This construction is however an important step towards finding a CMT-1
scheme, and could serve as the basis for the constructions in the two previous paragraphs.

Samvadini provides a more economical and direct approach, as its cost is essentially
the same as HCTR2 with four additional single-block encryptions for value derivation and
a single-block AXU hash function invocation.

1.4 Summary of Results and Outline

To efficiently process input in a HEH construction, we cannot overlook the choice of the
AXU hash function. In Section 2, we generalize POLYVAL to arbitrary digest sizes — a
description which seems to be missing in the literature — and highlight its connection to
the Montgomery representation of binary fields. Since this hash operates entirely in the
Montgomery domain, we name this generalization MHASH (Montgomery hash), in analogy
to the Galois hash (GHASH). We provide examples for digest sizes of 256, 384, and 512 bits.

In Section 3, we introduce HCTR3, a tweak of HCTR2 that uses a collision-resistant
cryptographic hash to reduce the AD to a single block. It exhibits tweak-collision resistance
in the known-key setting, and in an EtE construction, it provides heuristic CMT-4 security.

In Section 4 we describe future-proof components around which to instantiate Samvadini.
Besides large block ciphers and cryptographic hash functions, these also include large
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AXU functions, and a variant of counter mode encryption based on Linear Feedback Shift
Registers (LFSRs), which we call the ELK (Encrypted LFSR Keystream) mode. For both,
we provide explicit instantiations.

In Section 5 we introduce Samvadini-AEAD in three versions:

(A) uses a 256-bit block cipher, 256-bit hashes, and a 256-bit master key;
(B) uses a 512-bit block cipher, 512-bit hashes, and a 512-bit master key; and
(C) is similar to (B) except that the master key is only 256 bits long.

In Section 6 we prove that the RAE security of Samvadini-AEAD is bounded by
min{2"/2,2%} and in Section 7 that the CMT-4 security is bounded by min{2"/2,27/2 2%},
Here, n and k denote the state size and the key size of the underlying block cipher, and
7 denotes the tag length of the AEAD. Hence, Version (A) achieves robust security for
up to O(2'28) queries, and Versions (B) and (C) achieve robust security for up to O(22°¢)
queries.

In Section 8, we discuss our findings and conclude.

2 Background

2.1 Definitions and Notation

Definition 1. A block cipher E = (E, D) with a block size of n bits and a key size of k
bits is a pair of maps

E:HXxM—M, (KP)—C=Eg(P)
D:AXxM— M, (KC)—P=Dg(C)

where K = {0, 1}" is the set of the keys and A4 = {0,1}"™ is the set of blocks, such that,

for each fixed key K, the map P — Ek(P) is a bijection, and C' +— Dk (C) is the inverse

of Ex. The maps E and D are called the encryption and decryption algorithms.
Furthermore, if we write this bijection as

P = (pOaplwuapn—l) = C = (Coaclwu,Cnfl)

where the input bits p; of P are considered as variables over {0,1}, and the bits ¢; of C
viewed as functions of the p;, no ¢; can be written as a boolean function of fewer than n
of the input bits, or where any input bit only appears in a linear term — in other words,
the map E enjoys full diffusion.

In what follows, we shall always assume that, for a block cipher E = (E, D), both the
encryption and the decryption algorithms enjoy full diffusion.

Definition 2. A Tweakable Block Cipher (TBC) is a pair of maps E = (E, D)

E:HXxIxM—M, (KT,P)—C=Egr(P)
D : X xTxM— M s (K,T,C)HP:EK’T(C>

where A = {0,1}" is the set of keys, M = {0,1}™ is the set of messages, and 7 C {0, 1}
is the set of tweaks, such that for any fixed tweak T” € 9, the induced pair of maps
(Ex,1, Dk 1) is a block cipher.

A Tweakable Accordion Cipher (TAC) is a length-preserving VIL TBC, i.e.:
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Definition 3. Let A be a set of keys, 2 C {0,1}* the set of associated data strings,
and M; = {0,1} the set of the messages of length i. Further, let ip and g be two
positive integers, and let M = Ui2i07g‘imi be the message space. A Tweakable Accordion
Cipher (TAC) E is a pair of maps E = (E, D)

& A xUAxM;— M; , (K,A,P)— C =8k s(P)
D KA XxAXM; — My, (K,A,C)— P =Dk a(C)

such that for all K, A, P,C it is |8k a(P)| = |P|, |2k,4(C)| = |c|, and for each fixed AD
A" € A and message length ¢/, the induced maps Ex ar|u;s D alu, : Mi — M; define
a block cipher with a block size of ¢ bits. The integer i( is the minimum message length
supported by the TAC and g its granularity.

Note that in our definitions, the length of the tweak in a TBC is fixed, whereas the
length of the AD in a TAC is allowed to vary.
Our notation is summarized in Table 2. Finally, we define security levels.

Definition 4. A function is said to have a (full) k-bit security level if it can only be
distinguished from a random permutation using at least ¢ = 2F queries.

Definition 5 (Encode-then-Encipher [BR00]). Let A, #4* C {0,1}*. An encoding scheme
on A (or: from A to M*) is a pair of algorithms Encode = (Encode, Decode) as follows.

Algorithm Encode can be either probabilistic, stateful, or stateless, while Decode is
stateless and deterministic.

If Encode is probabilistic, whenever it is invoked on an input M € 4 it flips some
coins r, and it returns M* = Encode(M,r) € M*. Tt is |Encode(M,r)| = [(|M]) for some
function [, called the length function of the encoding scheme. If Encode is stateful, then r
is instead derived from the state of the algorithm — for instance, a counter. The third
alternative is instead that r be a fixed string, such as a sequence of zeros.

Algorithm Decode takes as input M* € {0, 1}* and returns either a binary string M € M
or the distinguished symbol L. If M* ¢ 4, then Decode(M*) =1. If Decode(M*) € M
we say that M™* is valid, otherwise we say that M* is invalid.

For any M € M, it is always Decode(Encode(M)) = M, whereas, if M ¢ J, then
Encode(M) =1.

For any TAC E, let E~! be the corresponding decryption algorithm. The notation
EtE[Encode, E] denotes the composition of Encode with E together with the composition
of E7! with Decode. Here, E and E~! are extended by defining E(L) =1 and E7!(L) =L.
If the encoding scheme is implied by the context, we simply write EtE[E].

We define RAE following [BMM*15], except that we include the nonce in the AD.

Definition 6. Let A, 4 C {0,1}*, 6 C {0,1}*, and 2 C {0,1}*, be the sets of keys,
messages, ciphertexts, and AD strings, respectively.

A Robust Authenticated Encryption scheme is a tuple E = (8,9, \) consisting of a
deterministic encryption algorithm &, a deterministic decryption algorithm %, and a
ciphertext expansion A € NU {0}

& A xAXM—C (K, A\ M)~ C = Eg ax(M)
D HXxAXC —MU{L} , (K,A,\,C) > M = D ax(M)

such that @K,A)\(((DDK,A,)\(M)) for all K,A,)\,M and |8K7A7)\(M)| = |M‘ + A

Remark 1. In order to make the AE design robust, we must include the length of the tag,
7, in the AD. 7 is represented as a v = |log, n| + 1 bit string.

In [HKR15] it is stated that it is fine to set some reasonable upper bound A < A,z
but the value A = 0 must be allowed. In our constructions we have A < n.
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Definition 7 (Efficient Simulator). Let F : M — AM*. A simulator & for F is efficient
if its overhead relative to F is polynomial in the input length n, i.e., for any input x of
length n, the running time of & (x) is bounded by p(n) - tg(z), where p is a polynomial
and tp(z) is the running time of F on input z.

Theorem 1 (EtE is RAE-secure [HKR15]). Let Encode = (Encode, Decode) be an encoding
scheme satisfying |Encode(M,a)| = |[M|+ a, and E be a TAC. Then, there exist an
explicitly given reduction R and an efficient simulator & with the following property: For
any adversary o, the adversary B = R (d) satisfies
ts
AdVEiCE[Encode,]’_E],ff ('Qq) < AdeEbPrp(%) .

where B makes at most q queries for the longest tag length Tpqe and B makes at most q
queries whose total length is at most that of o ’s queries plus q - Timaz, and the running time
of B is about that of o plus the encoding/decoding time.

The CMT-4 security notion immediately generalizes to robust encryption schemes by
adding the tag length 7 to the tuples, i.e., for a tuple (K, A, 7, M), it must be compu-
tationally hard to find a different input tuple (K’, A’, 7, M’) that encrypts to the same
ciphertext. Now, if the tag length were allowed to differ in the two challenges, then the
decryptions would have different lengths and therefore could not be equal.

We say that an AE is tidy [NRS14] if M < 9 (K, A, 7,C) implies that &(K, A, 7, M)
returns C. We recall the CMTD-4 security notion by Hoang et al. [HM24], where it is
also proved that CMTD-4 is equivalent to CMT-4, provided that the scheme is tidy. We
formulate it directly for robust schemes:

Definition 8. A robust encryption scheme E = (8,9) is said to be CMTD-4 secure if
there exists no efficient adversary sfthat can produce two challenge outputs of the form
(Kl, Al, T, C) 7& (KQ, AQ, T, C) such that

@(Kl,Al,T,C) = M; /\@(K2,A2,T,C) =M, .

Remark 2. Note that if the encryption scheme is length-preserving, then it is never
committing-secure since for all ciphertext there exists a valid decryption under two different
keys. Hence one can always forge an attack by computing & (K7, A1,0, M;) for some choice
of K1, A1,0, M to receive C' and then call the decryption algorithm 9 (Ks, As,0,C) to
generate My. Therefore CMT-1 security can only be achieved if 7 > 0.

2.2 HCTR2

HCTR2 [CHB21], cf., Figure 1, was intended as a successor to HCTR and retains several
of the features that make it an attractive design, such as simplicity and efficiency. While
HCTR has a cubic security bound!, HCTR2 achieves the quadratic security bound. HCTR2
differs from HCTR [WFWO05] in four ways:

1. HCTR2 adds a value L, obtained by encrypting a fixed string, to the output of the
Davies-Meyer construction on the first block, to restore the quadratic security bound;

2. HCTR2 accepts a variable-length tweak, instead of a fixed-length tweak;

3. HCTR2 replaces the hash function used in HCTR, which is not AXU [Kum18], with
the POLYVAL [GLL17] AXU hash function; and

4. The hashing key is derived from the block cipher key by encrypting the all-zero block,
instead of using two distinct keys for encryption and key.

IThe proof of a quadratic bound in [CN08a] contains a mistake, as discussed in [CHB21].
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Table 2: Symbols and notation used in this paper.

Symbols Meaning

A Associated data (can be of any length).

A Set of the admissible associated data strings.
Adv Advantage.
A, B Adversaries.

(a)p For two non-negative integers a, b, the falling factorial a(a —1)---(a — b+ 1).
bin; Little-endian conversion of ¢-bit integers to a binary string.
C Ciphertext.

E. D A fixed-size block cipher and its inverse.

&,9 Encryption and decryption algorithms.

H, 5 Hashing functions.

E

-
—

8
-

Little-endian conversion of the binary string = to an integer.
(Master) key.

Set of the keys.

Length of the master key in bits.

Length of a query in blocks.

The ciphertext expansion.

The empty string.

Message.

M, M*  Message spaces.

Width of the block cipher and of the hashing function.

Bit length of the binary representation of 7, i.e. v = |log, n| + 1.
The set of natural numbers.

Plaintext.

Bound to the total number of blocks sent in all queries.
Tweak.

Set of the admissible tweaks.

Tag.

Length in bits of the tag.

Length in bits of X.

A special symbol returned by a function, meaning the input was invalid.
Truncation of X to its 7 least significant bits.

Binary addition (XOR).

Field multiplication.

I, ® Concatenation.

[a, b] The set of natural numbers from a to b.

EEran 8X

@O MY S9N wZT S
S >

2.2.1 Security of HCTR2 and EtE[HCTR2].

Theorem 2 ([CHB21, Section 3.5]). Let & be a simulator for HCTR2, instantiated with a
block cipher E. It is

3024+2q0+¢*+T70+2
2n+1 4

Advﬁg?RZ[E] (q,0,t) < AVE™P (0 +2,t+ot') +
where n is the state size of E, t' is a small constant representing the per-block cost of
simulating HCTR2, and o+ 2 bounds the number of block cipher calls made by the simulator.

Theorem 1 immediately implies that, for an encoding scheme Encode, there exist a
reduction & and an efficient simulator & such that:

Té t
AdVEifE[Encode,HCTR2],5"('94) < AdVl—isg;I;zz(%) .

Since in the CMT-1 security settings the adversary has the ability to control the key,
the security only makes sense when the underlying primitives are considered as ideal. As
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[~] P =Pi|... Pt [ ] P =Pl.. [P

' '
g H, O 4 Hr, O
D By
® Hr, O ® Hr, O
|_c_0_| ' =04l [Ces |_0_0_| A
Figure 1: HCTR2 [CHB21]. Figure 2: HCTR* [JN22].

mentioned in [CFIT23], the CMT-1 security of EtE[HCTR2] is hard to prove when the
Encode function is defined by prepending or appending some constant. The main reason
being that the tag generated due to such an encoding is dependent on the XCTR function
used in HCTR2, which is hard to idealize as a random function.

Furthermore, the above-mentioned instantiations of EtE[HCTR2] are proven to be
insecure against CMT-4 adversaries due to POLYVAL’s lack of preimage-resistance in the
known-key setting.

2.3 HCTR*

HCTR* [JN22] is a simple variant of HCTR that achieves the quadratic security bound.
Its similarities and differences w.r.t. HCTR and HCTR2 are:

1. HCTR* replaces XCTR (used in both HCTR and HCTR2) by a PRF whose key is
independently sampled from the key used to encrypt the first block;

2. like HCTR, and unlike HCTR2, HCTR* does not add any L to the output of the
Davies-Meyer construction on the first block;

3. like HCTR2, and unlike HCTR, HCTR* accepts a variable-length tweak; and
4. like HCTR2, and unlike HCTR, HCTR* uses an AXU [Kum18] hash function.

HCTR* is represented graphically in Figure 2.

3 HCTR3: A Natural Successor to HCTR2

We now define HCTR3, a tweak of HCTR2 designed to address POLYVAL’s (and MHASH’s)
lack of preimage resistance in known-key scenarios while preserving HCTR2’s Strong
Pseudo-Random Permutation (SPRP) security.

HCTR3 is given as pseudocode in Figure 4 and graphically in Figure 3. From a master
key K € {0,1}" we derive two keys K. and K and a mask L — in other words, there are
two additional key derivations with respect to HCTR2. Furthermore, the associated data A
is first reduced to a single block 7" using a n-bit wide collision-resistant cryptographic hash
function #€ : {0,1}* — {0, 1}" The rest of the algorithm is almost the same as HCTR2, the
only difference being that we use a different keystream generation method ELK in place of



Roberto Avanzi, Avik Chakraborti, Bishwajit Chakraborty and Eik List 11

Py P =P...|P-r
Function: HCTR3-Encrypt

Input: Key K, associated data A, and
Plaintext P
T
Hpg, O

. Ko+ Eg(0™)
ﬁ S 4»

a

: Kh<—EKe(0n)

L+ Ex, (0" Y1)

T « J(A)

: P()”P/ <+~ P with |P0‘ =n
X(—Po@HKh(T,P/)
1Y « Ep(X)

S+ XoYoalL

. ¢+ P' @ ELKLC1(9)
: Co+ Y @ Hg, (T,C")
. C + Co||C’

12: return C

— =

[\

Co ' =0y ICos

Figure 3: HCTR3. Figure 4: HCTR3 encryption pseudocode
(ELK is given in Figure 8).

HCTR. ELK generates the keystream by encrypting successive values of an LFSR. Efficient
parameters for the implementation of this mode for n = 256 and n = 512 are provided in
Subsection 4.4.

Theorem 3. Given any SPRP Adversary d against HCTR3, there exists a SPRP Adversary
R against HCTR2 and a collision Adversary € against H€ s.t.

AV sy (1) < AdV T o (B) + Adv$(®) .
Proof. The proof follows from the observation that ¥, is a cryptographic hash function.

Consider the Adversaries 3, who interacts with a HCTR2 oracle, and €, who interacts
with #€ as follows:

o Whenever o makes an encryption (resp., decryption) query of the form (A, M) (resp.,
(A4,C)) to B, B computes A’ = #(A) and makes an encryption (resp., decryption)
query of the form (A’, M) (resp., (A’,C)) to its HCTR2 oracle to receive C' (resp.,
M). It sends the same C (resp., M) to of. Additionally, € also computes A" = H(A).

e Whenever o outputs the bit b, B outputs b. Whenever adversary € finds two
A; # Ay such that #0(A1) = #(As) it outputs A1, As as its response.

To o, & is a perfect simulation of a HCTR3 oracle. Now, suppose € does not win the
collision security game against €, i.e., for each distinct pair of AD A; # A; queried by ,
it is #€(A;) # F€(A;). Then, it is clear that % wins its SPRP game whenever o wins its
SPRP game. [

4 Future proof components

In order to build a future-proof design, we also need future-proof building blocks. In
our case these are: Block ciphers with a block size of 256 bits or more; A generalisation
of GHASH or, rather, of POLYVAL, to block sizes of 256 bits or more; and replacing the
counter mode with a similar mode that however uses an LFSR to create the inputs to be
encrypted for keystream generation. The latter is necessary because with 256- or 512-bit
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blocks, not only carry propagation can become an issue in both software and hardware,
and add latency comparable to a significant fraction of the block cipher’s execution time,
but we want the inputs to the block ciphers to be more differentiated to hedge against
cryptanalysis.

4.1 Large Block Ciphers

Several block ciphers with a block size of 256 bits or more exist, including the Rijndael it-
self — and in fact, the NIST is also considering the standardization of a 256-bit wide version
of Rijndael. Other examples are: Threefish (256, 512 or 1024 bits) [FLS™10]; SATURNIN
(256 bits) [CDLT20] and Pholkos (256 and 512 bits) [BLLS22], and MATTER [ADM24].
The tweakable ciphers can be optimized for our application by “untweaking” them, as men-
tioned in the Introduction, with the security analysis usually holding essentially unchanged.
Such block ciphers can naturally be used to instantiate Samvadini.

4.2 Large Hash Functions

The CMT-4 security of Samvadini-AEAD relies on the collision resistance of the public hash
function used. Candidates include SHA-2 [NIS15a], SHA-3 [NIS15b], BLAKE2 [ANWW13]
or BLAKE3 [OANWO], and any secure prefix-free Merkle-Damgérd (MD) hash [Mer79,
Mer89, Dam89, CLNY06] or chopMD hash [CN0O8b] with a suitably large compression
function — for instance, a Matyas-Meyer-Oseas compression function [MMOS85] based
on the same block cipher used in the mode. The latter is further motivation for the
development of more efficient block ciphers.

4.3 Large AUX Hash Functions

4.3.1 Remarks on Montgomery Hashes.

POLYVAL [GLL17,CHB21] operates in the finite field Fai2s. Similarly to GHASH, it processes
its input by dividing it into 128-bit blocks, interpreting the resulting bit strings as field
elements, and evaluates a polynomial over Fo12s with these field elements as coefficients
and the hashing key as the evaluation point. The difference lies in the field representation:
GHASH interprets its inputs as the coefficients of the canonical representatives of field
elements under the isomorphism Faizs = Fo[X]/(X128 4+ X7+ X2 + X +1). POLYVAL inter-
prets all its inputs as field elements in Montgomery representation and uses Montgomery
multiplication [Mon85] to reduce the cost of modular reductions.

To generalize POLYVAL to arbitrary digest sizes, we give a succinct treatment of
Montgomery multiplication for fields of even characteristic.?

Let p = p(X) be the irreducible polynomial of degree d over Fy used to define Fyu =
F2[X]/(p(X)). In Montgomery representation, a field element with canonical representative
a € F9[X] is mapped to a different polynomial that differs from a by a multiplicative
factor, called the r-sidu:

g=a-X%modp .
The addition of two elements and testing for equality performed on r-sidus correspond to
the addition and testing for equality on the original elements.

Let REDC be a function which, for any element a € Fy[X] with deg(a) < 2d, computes
a- X~ mod p. Note that a = REDC (@) for all a with deg(a) < d, and that @ = REDC(a -
(X294 mod p)), where we assume that X2¢ mod p is a precomputed value. Now, @-b =
a- X4 b-X=qa-b- X?mod p, whence @-b- X~¢ =a-bmod p, and

a-b=REDC (a-b)

2Although originally described for integer arithmetic, Montgomery’s method trivially extends to finite
fields, including binary fields, but this has not stopped some researchers from patenting such variants.



Roberto Avanzi, Avik Chakraborti, Bishwajit Chakraborty and Eik List 13

Function: REDC
Input: u € Fo[X]
Output: v’ € F2[X] such that v’ - X% = u mod p

1o op < (u mod Xd) -p’ mod X? (so degpu < d)
2: u (u+u- (p mod Xd))/Xd
3: return v’

Figure 5: Computing REDC, using a precomputed p’ such that p-p’ =1 mod X¢.

Therefore, the REDC function can be used to convert elements of Fo[X]/(p(X)) between
residue representation and Montgomery domain, as well as to perform multiplications
in the latter. Rather than using generic polynomial division, we compute REDC(u) by
adding a suitable multiple of p to make the result divisible by X¢, then perform a simple
coefficient shift to divide by X?. First, let R’ and p’ be monic polynomials of degrees less
than d such that X% - R' 4 p-p’ = 1, in other words, p’ is the inverse of p modulo X?.
Then, REDC is computed as described in Figure 5.

We could not find any reference for the following very useful observation.

Remark 3. Tf pmod X% =1+ Y770 X% with 1 <d/2< ¢y < e <...<cj_1 <d, then
p? =1 mod X% Therefore, we can take p’ = p mod X% = p+ X? and there is no need to
use the extended Euclidean algorithm to compute p’.

Mathematically, POLYVAL is not a different construction from GHASH — it ¢s GHASH in
the Montgomery domain, up to the choice of reduction polynomial. Although the authors
likely understood this connection, its absence from the original paper obscures important
observations. For instance, there is no need to explicitly prove that POLYVAL is an e-XOR
universal hash family with e = a/2'28, where a is an upper bound on the input message
length in 128-bit blocks: The result follows directly from the corresponding result for
GHASH and by the fact that field multiplication by a non-zero element is a bijective linear
map.

Definition 9. We use the name MHASH to denote the Montgomery multiplication-based
version of GHASH: Just as the latter is a “Galois Hash”, the former is a “Montgomery Hash.”
POLYVAL is the name of a specific instance of MHASH-128.

Let A denote the empty string. For any d € N and a suitable irreducible polynomial
p(X) of degree d over Fy, we define

MHASH(h, A) = 04
MHASH(h, A||B) = REDC (POLYVAL(h, A) + B) - h)

Definition 10. While MHASH-d can be defined for any d € N, we fully specify instances
only for d € {128,256, 384,512}:

1. For d = 128, MHASH-128 is POLYVAL.

2. For d = 256, we use the primitive polynomial p(X) = X256 4 X254 4 X251 4 X246 4 1,
By Remark 3, it is p’ = p mod X?°6 = X254 4 X251 + X246 1 1. Using Karatsuba-
Ofman multiplication [KO62], i.e.,

(alY + ao)(blY + bo) = a1b1 Y2 + ((CLl + ag)(bl + bo) - aobo — albl) Y + aobo ,

on top of the 128-bit polynomial multiplication, we see that processing one block
of MHASH-256 costs about 3 times as much as processing one block of MHASH-128 (in
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fact a bit less), and therefore it is roughly 1.5 times more expensive than MHASH-128
per bit of message. The computational cost per processed bit of MHASH-256 is 0.75
times the cost of the concatenation of two MHASH-128, i.e. POLYVAL, instances.

3. For d = 384 we use p(X) = X38 4 X378 + X369 4 X368 1 1. By Remark 3, we
have p’ = p mod X38 = X378 4 X369 1 X368 1 1. Using the following simple short
convolution (see [Bla85, Section 3.4] or [Blal0, Section 5.4])

(a2Y? 4 a1Y + ag) (baY? + b1Y + bg)
= agby Y* +
+ ((az +a1)(ba + b1) — a1by — asbs) Y3 +
+ ((az + ao) (b2 + bo) — aoby + arby — asbs) Y +
+ ((a1 + ao) (by + bo) — agbo — arb1) Y + agbg ,

processing one block of MHASH-384 costs about 6 times as much as processing one
block of MHASH-128, and thus approximately 2 times than MHASH-128 per bit of
message. The cost per bit of MHASH-384 is thus about 0.667 times the cost of three
concatenated MHASH-128 instances.

4. For d = 512 we use p(X) = X512 4 X510 1 X507 1 X504 4 1 Remark 3 applies
here as well, so p’ = pmod X°'2 = X510 4 X507 1 X504 1 1 Using two nested
Karatsuba-Ofman applications, processing one block of MHASH-512 costs about 9
times as much as processing one block of MHASH-128. Hence, MHASH-512 is 2.25 times
more expensive than MHASH-128 per bit of message. MHASH-512 costs approximately
0.563 times per bit than four concatenated MHASH-128 instances.

Remark 4. In general, a multiplication of two degree 128 m — 1 binary polynomials is less
expensive than m? multiplications of two degree 127 binary polynomials, even taking into
account a few additions (which are simple carry-less XORs). Hence, a 128 m-bit MHASH is
more efficient than the concatenation of m POLYVAL instances with independent hashing
keys, an approach discussed in [MI11,DGGP24].

Definition 11. For a hash key h € {0,1}4, associated data A and message M, similarly
to [CHB21] we define:

1 (4, A7) et | MEASH(, bin(214] +2)pad (4) | M1) if d divides | M|
PR\ MHASH(R, bin(2] A + 3)||pad(A)|[pad(M]|1))  otherwise

where pad(X) := X||0" and r = |X| mod d with r € [0,d — 1].
Finally, we sometimes denote Hy(A, M) simply as Hy(M).
4.3.2 Properties of MHASH.

Given any (A, M) € {0,1}* x {0,1}*, define §(A, M) := 1+ [4] + [2£]. The following
properties of Hg (A, M) are proven in [CHB21] for GHASH, and apply to MHASH as well.

Proposition 1. For any Z € {0,1}? and any (A, M) € {0,1}* x {0,1}*,

8(A,M)

Pr  [Hx(AM)=27] <=

K<-{0,1}¢
Proposition 2. For any Z € {0,1}? and (A, M) # (A’, M') € {0,1}* x {0,1}*,

max{§(A, M),5(A", M")}
2d ’

Pr  [Hi(A,M)® Hy(A', M) = Z]
K< 10,1}

IN
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Proposition 3. For any Z € {0,1}% and any (A, M) € {0,1}* x {0,1}*,

5(AM)

Pr [Hx(AM)oK=72]< 5

K<10,1}4

We now explore the security implications of the fact that HCTR3 processes the AD
(which includes any nonce) with a cryptographic hash function.

Proposition 4. Let n be an arbitrary positive integer. Consider the MHASH hash function
H used in HCTR3. Then, given any key K;, € {0,1}™ and any M € {0,1}*, consider
an adversary d playing the AD-collision game against the hash function fI(K7 A M) =
Hy (#6(A), M). Their objective is to find two A # A" € {0,1}* such that H(K, A, M) =
ﬁ(K, A’ M). Then there exists a collision adversary B against J€ such that

Adv%D_c‘)“(gd) < AdvSe (@) .

Proof. Tt is enough to show that, even if K, M are known, for any A # A’ € {0, 1}* we have
that #€(A) # #(A’) implies H(K, A, M) # H(K, A’, M). Note that this case is different
from the analysis by Chen et al. [CFIT23], in the sense that for all A € {0,1}*, |#(A)| = n.
Hence following the same analysis we must have given K, M known, if H (K, A, M) = A,
then #€(A) is uniquely determined as

M | M

H(A) = (A@4®K w1 g MEASH(K, pad(M||1))) ® K~ O

4.4 ELK: The Encrypted LFSR Keystream Mode of Operation

In light of cryptanalysis, the security of counter modes partially depends on how unpre-
dictable the differences between input blocks are. If an integral attack targets a specific
low-significance cell of the block cipher input, then a sufficiently long zero plaintext may
enable such an attack. Similarly, Conditional Characteristic [BB93] may be triggered.
While using full-round versions of well-designed block ciphers mitigates this, we consider
the idea of using reduced-round versions for keystream generation in counter mode-based
TACs, such as Samvadini. We therefore also suggest to generate the keystream by en-
crypting successive values of an LFSR instead of a counter. We call the resulting mode of
operation Encrypted LFSR Keystream (ELK) mode.

All we need is to choose a suitable primitive polynomial p(X) of degree n over Fy —
for n = 256 and n = 512. We propose to use

X256+X229+X193+X167+X139+X109+X71 +X37+1 , and
X512+X461+X397+X331 +X281 +X211 +X139+X71+1 .

These two polynomials have been selected to have a good distribution of exponents. For
n = 256 and n = 512, the i-th exponent is a prime number in the interval [%z’, sE+1)— 1]
for i = 1,...,7. We also require that the 36 differences between exponents (including
the leading term and 0) are pairwise distinct. We minimized the maximum difference
between consecutive exponents to ensure each input bit has a chance to flip in the smallest
possible number of iterations. This contrasts with sedimentary polynomials, where most
cells simply shift one position unmodified (every eight iterations), many times in a row,
potentially exposing exploitable patterns to attackers. The differences between exponents
being pairwise distinct help make bit flips irregular and decorrelated between cells. These
LFSRs can be efficiently implemented in both hardware and software, avoiding the carry
propagation overhead of counter modes.
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Figure 6: Samvadini-AEAD with joint ciphertext-tag length greater than 2n.

5 Samvadini and Samvadini-AEAD

In this section, we define the TAC Samvadini, and use it to construct the AEAD scheme
Samvadini-AEAD, which is both robust and fully committing.

Samvadini-AEAD builds upon the HEH paradigm established by constructions like
HCTR [WEFWO05], FAST [CGLS22] and HCTR2 [CHB21]. These designs evolved from
Naor-Reingold’s SPRP construction [NR99], replacing its internal encryption function
with counter-based encryption. The addition of tweaks or AD to such constructions has
been well-understood since the development of the XTR mode [MF04, MF07]. Whereas
in previous constructions the tweak is incorporated by prepending it to the plaintext
or the ciphertext in its entirety before processing them with an AXU hash function, in
Samvadini-AEAD we use a collision-resistant cryptographic hash function to first reduce
the tweak to a single block.

Samvadini-AEAD adds authentication to the HEH construction by taking a cue from
Synthetic Initialization Vector (SIV) modes. We derive the tag by encrypting the output of
the Davies-Meyer construction on the first block. We then add the hash of this encrypted
value to the first ciphertext block to achieve the desired security properties.

5.1 The Samvadini Enciphering Schemes

Samvadini is parameterized by the state size n, underlying n-bit block cipher E, an AXU
hash function H from {0,1}* to {0,1}", and a collision-resistant hash #€ from {0,1}* to
{0,1}™. Samvadini takes as input a variable length message P € {0,1}*, with |P| > n, a
variable length tweak A = (Ay,7) € {0,1}* x {0,1}”. Here, v = |logy n| + 1 is the number
of bits needed to represent all possible values of 7 from 0 to n, both extremes included.

The master key K € {0,1}" is first expanded into five values, two encryption keys K,
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Figure 7: Samvadini-Mini.

A%

and K, two hashing keys K, and K, and a mask L, as follows:

K. = Er(0") (or [Ex(0™)]x)
K| = Er(0" 1) (or [Ex(071)]x)
Ky = Ek_(0") (1)

K}, = Ex;(0")
L= Ex (0" 11)

Since we are using a k-bit master key and n-bit blocks for both block ciphers and all
hashes, for k < n we may have the apparent contradiction of invoking the same block
cipher primitive with keys of different lengths. For this reason, we provide alternative
definitions of the encryption keys. If the block cipher accepts n-bit keys, there is no need
to truncate K, and K/ to k bits.

Depending on | P|, we use one of two different tweakable enciphering schemes:

o Samvadini-Mini is designed to handle the case of n < |P|+ 7 < 2n. It is a close
variant of HCTR*, which is defined in [JN22]. For a graphical representation of
Samvadini-Mini, we refer to Figure 7.

o Samvadini-Core is designed to handle the case of |P|+ 7 > 2n. It is an efficient
integration of HCTR3 and (a variant of) HCTR*. For a graphical representation of
Samvadini-Core, we refer to Figure 6.

Note that if we require |P| > 2n, only Samvadini-Core is used. This construction carries
the advantage that the tag computation is always completely separated from the encryption
of the plaintext and the decryption of the ciphertext, and therefore the construction offers
increased robustness against RUP attacks.

As we show in Section 6, both Samvadini-Mini and Samvadini-Core enciphering schemes
can be interpreted as a unified Samvadini enciphering scheme which is a combination of
HCTR3 and HCTR*. With a fixed ciphertext, tag generation is independent of the XCTR
encryption, which represented a stumbling block when proving CMT-1 security of existing
EtE[HCTR2] schemes.

Pseudocode for Samvadini-Core and Samvadini-Mini is given in Figure 8.



18

Samvadini-AEAD

Function: Samvadini-AEAD L%

Input: P,A € {0,1}*, |P| > n, T € [0,n]

Function: Samvadini-Mini’

n,E,H,5€

Input: P € {0,1}" with n < |P| < 2n,

Ae {01} x {0,1}

1: P+ PH(]7
2: A"« Allr 1: K. + Ek(bin(0))
3: if |Pr| < 2n then 2: K + Ex(bin(1))
4| Colle < S-Mini®HH (P A" 3: Kj, « Ex, (bin(0))
5: Ci|lt « cwith [t| =7 4: Kj, < Ej (bin(0))
6: C + Co||Cy 5: Parse Po|jp + P,
7: else with |Po| =n,[p|=|P|—n
8 | Co||C'||c « S-Core™ ™ (P, A" 6: T < H(A)
9: 14+ c 7. X < Po® Hk, (T,A) ®
10: | C+« Gy’ @ Hyr (A, m) @ Hyer (A, 071
11: return (C,1) 8 Y «— EKE(S() "
9: Z+— XY
10: V < Eg:(Z)
Function: Samvadini—Core}?E‘H‘% E Ccvepi‘i \-V#P‘ T AY® Her (A
Input: P € {0,1}" with |[P| > 2n, 13; re(jtl:*n (i‘?o| CKh( ) Hig (A, 0)

A€ 0,1} x {0,1}

K. « Ex(bin(0))
K, < Ek(bin(1))
Kh, — EKS(bin(O))
K}, < Eg: (bin(0))
L+ Ex. (1)
H R FZ(A)
. Parse Py||P’||p < P, with |p| = 7,
|Po] =n, and |P'|=|P|—T—n
: T+ H(A)
9: X «+ Py® Hk, (T, P") @
@ Hyr (A,p) © Hier (A, 07
10: Y + Ex. (X)
11: Z+ XY
122 S« ZoL
13: W ELK}, (9
4: V « B (2)
15: c=p@ [V]p
16: C'«~ P oW
17: Co « Y @ Hg, (T,C") & Hyr (A, ¢)
18: return Cy||C’||c

NPT

o

Function: I'y
Input: a € {0,1}" x {0,1}”

1: Parse a'||ao + a, with |ag| = v
2: return int(ao)

Function: XCTRE(S)
Input: Key K, message length m, n-bit seed S

1
2
3
4:
5
6

U<+ A

s fori=0,...,|m/n] —1do

| U« U|Ex(Sa®i)

if ntm then

: | U« U|Ex(S®|m/n])[0: (mmod n)])
: return U

Function: ELK%(S)
Input: Key K, message length m, n-bit seed S

_
(=)

© P TDT AW

U+ A
Y+ S
: fori=0,...,m/n] —1do
: U« U|Ex(2)
L if i # [m/n| — 1 then
| X« LFSR(%)
. if n{m then
: L ¥ + LFSR(X)
U + U||Ex (Z[0 : (zm mod n)])
: return U

Figure 8: Samvadini Modes (encryption only for the sake of brevity).

5.2 The Samvadini-AEAD Mode of Operation as Encode-then-Encipher

Samvadini-AEAD can be described as an EtE design. The plaintext P, with |P| > n is first
encoded in an injective way from P to P, = P||0". Then:

o If |P;| < 2n, P, is processed with Samvadini-Mini, which outputs Cyllc. The last 7
bits of Cyl|c form the tag ¢, and the first |P;| — 7 bits of Cpl|c the ciphertext C.

o If |P;| > 2n, P; is processed with Samvadini-Core, which outputs Cy||C’||¢, where ¢
is the tag with |¢| = 7, and C' = Cy||C” is the ciphertext.
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Figure 9: Samvadini Enciphering Scheme (note that T' = H€(A||7)).

Samvadini-AEAD is given as pseudocode in Figure 8.

5.3 Efficient Instances of Robust and CMT-4 Secure Samvadini-AEAD

In this section, we define some secure and efficient instances of Samvadini-AEAD, and
discuss the possible choice of parameters n, E, H, and F¢:

¢ Choice of n: We have n > 256. This is necessary, as Samvadini-AEAD achieves at
most n/2 bits of Robust AEAD security as well as of CMT-4 security. To achieve
128 bits of security we need n > 256.

e Choice of E: We do not restrict the choice of E, as any n-bit Pseudo-random
Permutation (PRP) secure encryption primitive is a good fit for Samvadini-AEAD.
Examples are mentioned in Subsection 4.1.

e Choice of #: The CMT-4 security of Samvadini-AEAD relies on #€ being collision
resistant. Examples are given in Subsection 4.2. If the AD is just one block, it is
hashed by simply using the Davies-Meyer construction around its encryption with
the key K. with the underlying block cipher. For version (C), we encrypt with the
512-bit cipher and truncate to 256 bits.

o Choice of H: We use the MHASH-n AXU hash function (Subsection 4.3).
We consider three choices for block and key length:

(A) This configuration uses a 256-bit block cipher and a 256-bit master key.
The AXU hash function is MHASH-256 and F€ is also 256 bits wide.

These parameters aim at a full 128-bit security level.

(B) The configuration uses a 512-bit block cipher and a 512-bit master key.
The AXU hash function is MHASH-512 and #€ is also 512 bits wide.

These parameters aim at a full 256-bit security level.
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(C) The configuration uses a 512-bit block cipher and a 256-bit master key.
The AXU hash function is MHASH-512 and #€ is also 512 bits wide.

These parameters aim at a practical 256-bit security level.

Unlike schemes such as TES [Sarl1], Samvadini does not require a Feistel structure
on the two initial blocks since it is designed for block ciphers with large blocks (256 or
512 bits). Samvadini’s decryption requires both encryption and decryption operations of
the underlying block cipher. While for some cipher designs, decryption is slower than
encryption, the performance impact is minimal since Samvadini’s decryption needs only a
single decryption operation.

6 RAE Security of Samvadini

Recall that we instantiate Samvadini-AEAD using Samvadini-Mini when the total length
of ciphertext and tag is < 2n and with Samvadini-Core otherwise. We now describe
an alternative representation of the enciphering scheme that we denote by Samvadini
(encompassing Samvadini-Mini and Samvadini-Core together), graphically represented in
Figure 9. Samvadini-AEAD can be viewed as EtE[Encode,Samvadini] scheme. Note that, in
Samvadini-AEAD, the 7 zeroes are processed separately from HCTR2, and do not follow
the traditional EtE techniques of appending or pretending zeroes and processing the whole
encoded message, except for the short messages processed by Samvadini-Mini.

We prove the TSPRP security bound of Samvadini, which then bounds the RAE security
of Samvadini-AEAD following Theorem 1.

6.1 The Samvadini-Encode function

We define the Samvadini-Encode function as follows:
Encode : {0,1}" x {0,1}* x N — {0,1}* x {0,1}"
(Mv Aa T) = (MHOTv A”me(T))

Encode is clearly injective. Given any 7, it extends the message length by 7 bits and the
tweak by v bits.

6.2 Samvadini: The unified Samvadini enciphering mode

Note that, given 7 = 0, Samvadini-Core follows a similar mode as HCTR3 if |P| > 2n and
otherwise (i.e., |P| < 2n) follows a similar mode as HCTR*. Hence, in order to have a
unified Samvadini, we instantiate it as a combination of HCTR* and HCTR3 conjoined at
the processing of the first n-bit block.

Samvadini is a wide-block cipher which takes an n-bit block cipher E, a master-key
K € {0,1}*, a tweak A € {0,1}*, and a message P € {0,1}*, with |P| > n and proceeds
as follows:

o Derive the internal keys as described in (1).
e For each encryption query:

(i) Parse the tweak as A = d'||ag, where |ag| = v. Let 7 denote the integer
representation of ag.

(ii) Parse P = Py||P’||p such that |Py| = n and

= [0 if [P| < 2n
|P| —n—7 otherwise .
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(iii) Define
Py := Po® Hy (A,p) @ Hi; (A,07))
(iv) Compute C{||C" := HCTR3(K,, A, Pj||P’)
(v) Compute Cf||c :== HCTR*(K., K[, K}, P/||p) where HCTR* is instantiated with
the block cipher E with K. as the encryption key, the AXU hash function H
with K} as the hash key, and a function

F i {0,1}" x {0,1}" = {0, 1} | X s | B (X))}

and
P := Py ® H, (#(A), P') @ Hy; (A,0") .

(vi) Finally, the ciphertext is output as Cy||C”||c where
Cy = 06 @ HK}/L(A,C) = C(/)/ &b HK,L(%(A), Cl) .

Hence, essentially, Samvadini-Enc is simply a combination of HCTR3 and HCTR*, which
are joined along the encryption of the first message block. A graphical representation of
Samvadini is given in Figure 9.

6.3 RAE security of Samvadini-AEAD

Next, we provide the TSPRP security bound of the Samvadini enciphering scheme. The
following two results show that Samvadini exhibits min{n/2, k}-bit TSPRP security and
hence Samvadini-AEAD exhibits min{n/2, x}-bit RAE security.

Proposition 5. The advantage AdveP'? . (q,0) of any TSPRP adversary making at most

q queries to Samvadini consisting of up to no-bit of data is at most
40%+5 532 +To+2q+1 1
3AAEP (0 1 2) + Advigli(q) + —2 240+ gn+ or2at =
Proposition 5 is proved by adaptation of the TSPRP security proofs in [CHB21, JN22].
Nonetheless, we provide a complete proof in Appendix B.

Theorem 4. The advantage of any RAE adversary making q queries for a total of at
most no bits of data to EtE[Encode, Samvadini[E]] is

AdVrEiE[Encode,Samvadini[E]] (Q7 U)
402 4+5qo+5¢7+T70+2q+1 1

< 3AVRP (0 +2) + Advy' (q) + o + T
Proof. The proof of Theorem 4 follows from Theorem 1 and Proposition 5. O

7 CMT-4/ CMTD-4 Security of Samvadini-AEAD

Here we prove the CMTD-4 security of Samvadini-AEAD, which is equivalent to the
CMT-4 security.

Suppose a CMTD-4 adversary of outputs (K1, A1, 7,C) and (Ks, A, 7,C). Note that
for Samvadini-AEAD, since the message size is at least n bits, we must have the extended
ciphertext |C| > n+ 7. Let £ := LIC‘T_TJ Then, parse C' := Cy| - ||Ce—1||¥, where
|Cx| = n for all k € [0, —1], |Cy| = |C] —7—£-n and || = 7. Note that, when
n+7 <|C| <2n then |[(C1]|?)| < n. Note that, for i = 1,2, we derive the internal keys
K., K., Kp;, and Ki/m' from the master key K; as in (1). For simplicity, let us assume

e,

that K.,; and K| ; are  bits long.

We consider the following adversaries:
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e An adversary o playing the collision-security game against the HCTR3 hash function
H as defined in Proposition 4.

— If |C] > 2n, then given a known key K}, 1 and a known ciphertext (Cq|| - - ||Ce—1),
o7 generates two challenge tweak outputs, A||7 # Asl|T.

— If |C| < 2n, then the effective known ciphertext part of C' is the empty string A,
since C1 ||t is processed by HCTR* and no part of the ciphertext is processed by
H. Then, given a known key Kp, 1, 91 generates two challenge tweak outputs

A1||T 7é AQ”T.

e A restricted adversary oo playing the collision-security game with the truncated
(EDM) construction viewed as a compression function as follows:

EDM][7] :{0,1}" x {0,1}" x {0,1}" — {0,1}"
(Ke7 Kéa Y) = \_E(K;J Y @ E_l(Ke’ Y))JT
where o is restricted in the sense that it is only allowed to make queries of the form

(K., K.,Y) such that K. # K.. Suppose g5 generates the challenge output pair
{(Ke’l,Kéwl,Yl) + (K572,Ké727Y2)} where for each i = 1, 2:

Voo Co® H(Khvi,%(AinT),ClH s HCg_l) D H(K}IL,A,{) if |C| >2n ,
" Co@ H(Kn, #6(Ail|7)) @ H(K}, A, t]|Cy) otherwise .

Define Advgegﬁ:[oq,l]l(gdg) := Pr [dy wins].

e An adversary o3 playing a bad-key collision game with F, whose objective is to
produce two keys K # K3 such that Ky = (K1, K} ;) = (Kc2, K[ ) = Ka. The
adversary generates K, K5 as its output.

Define Adv>r™ ™! (st3) := Pr o3 wins].
Theorem 5. Given the adversaries A, 1,2, A3 as defined above,

Adv EMTD 4 gy < AdvaP =<l (o) + Advggﬁ[‘ﬁ]l(wz) + AdvDFY ol (g4)

Samvadini

Proof. Suppose d wins the CMTD-4 game.
From the construction of Samvadini-AEAD, we must have

EDM[T}(Ke’l,Ké’l,Yl) = EDM[T](KE’Q,Ké’Q,YQ) =1 .
o First, suppose Ky # Ks.

— If (Ke1, K, 1) = (Ke2, K 5), 93 wins his bad-key generation game.

— Otherwise, we have (K. 1, K[ 1,Y1) # (K2, K[ 5,Y2). In this case the adversary
do wins the restricted-collision security game against EDM]|7].

o Next, suppose K1 = K». Then, clearly K} ; = Kh72;K;L’1 = K]/'L,Q' First, suppose
|C| > 2n. Then:

— If H(Kp1, H(AL7),Coll -+ |Co1) = H(Kp 1, #(Az||7), C| -+ - [|Ce-1), then
1 wins the the collision security game defined in Proposition 4;

— Otherwise, by definitions of Y; and Y5, it follows that Y; # Y5. Hence the
adversary ¢/ wins the res-collision security game against EDM]r].

Now, suppose |C] < 2n. Then
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— If H(K}1,50(A, A1||7)) = H(Kp 1, H6(A, A2||T)), then of; wins the the collision
security game defined in Proposition 4.

— Otherwise, by the definitions of Y7 and Y5, it is Y7 # Y5. Hence the adversary
sy wins the res-collision security game against EDM]7]. O

Proposition 6. Let E be an ideal block cipher. Then for any adversary making q queries
to EDM[r]
e ¢

_A'_i.

res—coll
Adv (q) < 2n+1 97

VEDM]r]

Proof. Consider any two queries (K., K ;,Y;) # (K, K; ;,Y;) by the adversary. Let
X; =Y, ®Ey' (Y;) and X; :=Y; ® Eg ej(Y). Then

Pr [EDM[r)(Kei, K. ;, Y:)) = EDM[r)((Ke i, KL, Yi)]
= Pr || B, (X0) |- = | Exy (X5)]:] -

e First, suppose that K é’i # K é] Then, in the ideal-cipher model for any values of
Xi7 va

IN

Pr {LEK;i(Xi)JT = LEKQ,; (Xj)JT}

o Next, suppose K, ; = K, ;. Then,

1
or

Pr [EKél(Xz) = EK;,j (Xj)}

— Pr[X; = X;] + Pr {LEKQJ(XZ»)JT = [Exs (X)) | Xi # Xj]

2

27’

— First suppose K. ; = K. ;. Then, it holds that Y; # Y; and hence
Pr[Ex, ,(X;®Y;) = Eg,,(X; @Y)) | Xi = X;] =0 .

=Pr[Ek, (X, ®Y;) = Ex, (X;0Y)) | X; = X;] +

— Next, suppose K. ; # K. ;. Then, in the ideal-cipher model:
1
Pr I:EKeq(XZEB)/'L):EKej(Xj@Y]) |X X] ? .
Hence, varying over all i # j we obtain the result. O

Proposition 7. Let E be an ideal block cipher. Then for any adversary making q queries
to &
bkey—coll q2
AdVE (Q) < 92n :
Proof. The proof follows from the observation that given any two key queries K; # Kj,
the adversary wins if and only if | Fk, (bin(0)) |, = | Fk, (bin(0))], and | Fk, (bin(1))], =
| Ex, (bin(1))] . Now, in the ideal-cipher model, given any Y, # Y7 and K € {0,1}"

Pr[([Ex (bin(0))]x = Yo) A (| Ex (bin(1)) |« = Y1)] <

Hence,

Adv%cey—coll (q)

IN

Z Z H Pr Kji( (O)MK = YO) A
iiaellal (Yo£Vi)e{01}r i=12 1<, (bin(D) Jw = 11)
22n 4 q2

'S _
S9Ny s Tk
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7.1 Final Bound on AdvaM™ (o)

Finally, following Theorem 5, Proposition 4, Proposition 6 and Proposition 7, we get that,
in the ideal cipher model,

2 2 2
S

CMT-4 coll
AdVg myadini-agap (4) < Advie () + ottt or T om

8 Conclusion, Discussion, and Open Questions

We have introduced Samvadini-AEAD, a robust and fully committing AEAD mode, which
is conceptually simple and based on well-established principles. We intentionally designed
it to achieve a BB security bound. Instantiated with a 256 or 512-bit block cipher, it can
provide security against up to 2128 or 2256 queries.

We observe that BBB security could perhaps be achieved in a similar framework, for
instance by adopting the XORP construction as in Iwata’s CENC mode [Iwa06,IMV16].
This consists in adding a mask to each block of the keystream. Like the keystream blocks,
the mask is the encryption of a value of the LFSR, but is only refreshed every 27 blocks.
This would give n — j bits of PRF security. However, it would likely require other changes
in the design to maintain robustness and full commitment, and it is not obvious how to
achieve this and maintain efficiency. We leave this as an open question for future work.

Compared to EtE[HCTR?2], we require just three extra block cipher calls while achieving
stronger security. The impact of using a cryptographic hash for AD is limited since the
AD is typically small. Our overhead is also low compared to the use of transforms like
EwC [HM24].

To our knowledge, at the time of this writing, Samvadini-AEAD is the first explicitly
instantiated robust and fully committing AEAD mode. Recent work on 256- and 512-
bit block ciphers makes practical deployment of Samvadini possible. Furthermore, we
provide instances of wide AXU hash functions (MHASH) and LFSRs for efficient keystream
generation. While we have not recommended a cryptographic hash to be used to process
the AD, we note that a prefix-free MD hash using a Matyas-Meyer-Oseas compression
function based on the mode’s underlying block cipher is an interesting option as it reduces
the dependencies required by software implementations.

For BB designs using 256-bit or 512-bit block ciphers to outperform BBB modes
using AES-256, the large block ciphers must be faster than two and four AES-256 calls,
respectively. While easy in hardware, matching AES performance in software remains
challenging on platforms with AES instructions. Notably, even Rijndael-256-256 is roughly
three to five times slower than AES-256 [DG22]. If we compare to full-security BBB modes,
the thresholds reach four and eight AES-256 calls, respectively, and obtaining better
performance with Samvadini may already be possible — but CENC-like modes reduce
those thresholds again at the price of just a few bits of security. While we are not aware
of robust and CMT-4 BBB modes of operation in the literature, the challenges we just
mentioned highlight the need for more efficient large block cipher designs.

Using round-reduced versions of the block cipher in the keystream generation can
significantly accelerate the mode. Since adversaries cannot control the inputs to keystream
generation, many attacks do not apply, such as Yoyo attacks [RBH17], which can be
otherwise devastating on round-reduced large block ciphers. For example, Pholkos-
256/512 [BLLS22] could use only 10/12 rounds for keystream generation, and the full
16/20 rounds elsewhere. The feasibility of this approach depends on cryptanalysis, and
while the cryptanalysis of Pholkos [BLLS22] seems to support it, more work is needed.
This may enable Samvadini to outperform full-security BBB AES-256-based modes while
providing a stronger security model.
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Table 3: Survey of Variable Input Length Encryption Constructions.
Design Security Type of hash Operation count Ref.
NR a?/(2" - 1) Invertible blockwise AXU mBC + 2HF [NR99]
cMC 7q%a?/2" - (2m +1)BC [HRO3]
EME 7q¢%a?/2" — (2m +2)BC [HR04]
ABL3 O(g*a?/2™) Polynomial mBC + 2HF [MV04]
ABL4 O(q?a?/2") Polynomial 2mBC + 2HF [MV04]
XCB Broken [BVA24, WMXT24] Polynomial (m+1)BC + 2HF [MF04]
0CB1 9.5¢%a%/2" + 277 )(2" — 1) - (m +2)BC [Rog04]
HCTR ¢®a?/2n Polynomial mBC+ 2HF [WEWO05]
HCH 7q%a%/2" Polynomial (m+3)BC+2HF [CS06a]
PEP (¢®> +6¢*(a+5)%)/2n+! Polynomial (m+5)BC+(4m—6)GF  [CSO6b]
TET ?a?/(2" - 1) Invertible blockwise AXU  (m + 1)BC +2m GF [Hal07]
HSE 5q%a%/2" AXU mBC+ 2HF [MMO7]
Polynomial (v =4) or .
,, 2.2 n P ar(¢
HMCH vg*a*/2 BRW (v = 10), AXU (m+2)BC+ 2HF [Sar09)
LBC1 3q%a%/22" Polynomial, AXU (m—1)TBC+4HF [MI11]
0OCB3 6q¢%a?/2" + 2777 /(2" — 1) (m+2)BC [KR11]
2 /on 3 2n—2 3,3
qa®/2" +6aq’/(2 —a’q’) + . (6m+6)BC+ e
TCT, +1206¢%/(227-2 — 216 %) Polynomial, AU/AXU +(Tm+T)HF [ST13]
ZMAC 2.5 g%q? /22 ntmin{snt 4 g q/on — (6 +m) TBC [IMPS17]
CZ 3q%a? )22+t Polynomial (2m+6)TBC+4HF  [BLN1§]
Adiantum q?a /2116 Polynomial, AU BC +SC+ 2HF [CB18]
2 jony . ; n-bit keyed AXU and .

THCTR O((qa)?/2™) as per [ABPV21] (1 + 5)-bit keyed pAXU m TBC+ 3HF [DN18]
Deck 2277 XU 2VIL-SC + 2HF [GDM19]
HCTR2 1.5¢%a2/2" Polynomial, AXU m BC + 2HF [CHB21]
CTET+ O(g%/2%™) — 2mBC+2mGF [CEL*21]
FAST 7q¢%a?/2" BRW mBC + 2HF [CGLS22]

2.2 /9n 2.2 _ n
TIE-plus ¢o”/2x + ¢ (L=1/0/2"+ o ing function 2m MF + m PERM [Zha22]

+2q¢%a/2"

9 n m3 /921 P [BHI+2 ;]
XOCB am/2" 4+ am?/2 (m+8)BC [Lic23]
ACCOR q?a? /21?9 Polynomial, AXU mBC+2HF [DFUB24]
ACCOR-L qax/2'?8 Polynomial, AXU mBC+4GF +2HF [DFUB24]
DbHCTR min{72 qa®/2",6 03a/2%",120a/2"} Polynomial, AXU mBC+4mGF +2HF  [Lee24]
ddd-AES a2 Polynomial, AXU (m +2)BC + 2HF [DMMT24]
bbb-ddd-AES  O(g®/22") Polynomial, AXU (2m +4)BC+ 2HF [DMMT24]

LEGEND: HF = Hash Function, BC = Block Cipher, TBC = Tweakable Block Cipher,

SC = Stream Cipher,

VIL-SC = Variable Input Length SC, PERM = Permutation, GF = Galois Field multiplication, MF = Masking Function,
XU = XOR Universal, AXU = Almost XOR Universal, AU = Almost Universal, AU = Almost A Universal,
pAXU = partial AXU, n = block size, 7 = tag length, x = number of keys, ¢ = number of queries,

s* = tweak length after hashing, « = maximum message length in blocks, m = number of blocks of a specific message,
o = total number of queried blocks over all queries, BRW = Bernstein-Rabin-Winograd Polynomials [RW72, Ber07].

Appendices/Supporting Material

A Brief Overview of Variable Input Length Encryption

In Table 3 we summarize the principal VIL encryption constructions with particular focus
on the length-preserving designs, as well as some that provide integrity as well. This table
has been taken from [DFUB24], updated and expanded.
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B Proof of Proposition 5

In this section, we provide the TSPRP security bound of the Samvadini enciphering scheme.
Throughout this section, for Samvadini, we use the alphabets A, P, and C to denote the
tweak, the message, and the ciphertext. For any i € [1,¢] and a variable X, we use X* to
denote the value of the variable during the i*" query.

Let Gq represent the original Samvadini construction. Let G; be the modified Gy
construction where K, and K/ are sampled uniformly randomly from {0,1}". Let G5 be
the modified G construction where E is replaced by a random permutation m1. Let G3
be the modified G2 construction where all the Ex,_ (including the Ek, calls used in the
ELK,) are replaced by another random permutation 7 that is independent from ;.

Lemma 1. The following bound holds:

T T T 1
AdvtSsaI;\I/)adml[E]( ) <3 Adv} P(O_ + 2) + Advtsp p( ) + 27,{ ’

Proof. We prove the lemma by the game-hopping technique. From the triangle inequality

’Advtszprr:\ll)adml[E]( ) - Advggrp (Qa U)’ <
S ‘Adv22§gadln|[E] (q7 ) Advgprp(Q7 U) ‘

+ ’Advtsmp( q,0) — AdthSprp (¢q,0 | + |AdvtSprp( ,O) — Advgsrp(q,aﬂ

The only difference between Go and G; is that in Gy, K. and K. are the outputs of
Ek(bin(0)) and Ek (bin(1)) whereas in G1, they are generated uniformly at random, i.e.,

the two calls to Ex are replaced with two calls to a random function. Hence, from the
PRP-PRF Switching Lemma, we have

Spr Spr r 1
Advgarr)n\rl)adlm[E]( ) - AthG? p(q’a) § Adv%p( ) + 27 '

The only difference between GG; and G is that the single call to Ex/ to generate K ;s
replaced by a single call to ;. Further, in each query, the single call to E is replaced by
a single call to m;. Hence,

|AdvEP™ (g, o) — AdviP™P (g, 0)] < AdVRP(g+ 1) .

The only difference between G5 and Gz is that the two Ex, calls to generate Kj and L
are replaced by two calls to mo. Further, in each query, all the calls to Fx_ are replaced by
an equal number of calls to m2. The total number of calls to Ex, is at most o + 2, from
which it follows that

|AdvEP™® (g, 0) — AdvEP™P(q,0)| < AdVRP (0 +2)
The result follows from the sum of the individual distances. O
Proposition 8. The TSPRP advantage of G3 is bounded as:

402 +5q0+5¢*+T70+2q+1
27L

AV (g, )+ < AdViZ () +

Proof. We bound Adv?™® (¢, o) using the H-coefficient technique. It allows us to bound
the advantage of a determlmstlc and computationally unbounded distinguisher ¢ in distin-
guishing whether a transcript 7, a collection of the queries from ¢f and the corresponding
responses from its oracle, stemmed from the interaction of &/ with a real oracle 0y, or with
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an ideal oracle 0iq. Let O, and ©;q denote random variables induced by the interaction
of o with the real and the ideal oracle, respectively. A transcript ~ is called attainable
with respect to @’s queries if its ideal interpolation probability is nonzero. We assume
that the adversary does not make any redundant queries. Then, it follows that

Advgsrp(q, o) = max {Advté?rp(gd)} ,

where the right-hand side is the maximum over all distinguishers ¢/ that ask at most ¢
queries of at most o blocks in total. We can use the fundamental result of the H-coefficient
technique in the theorem below, the proof of which can be found, e.g., in [Pat08, JN22].

Theorem 6. Let ) denote the set of all attainable transcripts and let Qp,q C Q0 denote
a set of so-called bad transcripts and its complement Qgooq = 2\ Qpaq be the set of good
transcripts. If it holds that

Pr[0©q € Qpad) < €1

and for any transcript v € Qgooq that

Pr[©,. = 4]

_olvre ™ s
Pr@u=n =~ 2

then the advantage of any deterministic computationally unbounded adversary & in distin-
guishing between O, and O;q is upper bounded by €1 + €3.

The online query phase. We start by defining how the G3 oracle behaves in the real
world and in the ideal world during online queries.

e In the real world, all encryption and decryption queries are responded to honestly
using the construction Gs.

+ Now, if in the real world P’ is parsed as p'||Pj||--- [P/ _; (resp., C" is parsed as
G-+ [ICy,_), then the adversary also releases the full output of m(Z°). If
|P{| = |C? > 2n, then it also releases 72 (Z* & L @ bin(¢; — 2)).

e In the ideal world, the oracle takes a length-preserving tweakable random permutation
IT. For each encryption (resp., decryption) query of the form A, P* (resp., A*, C")
we compute C* := ITI(A%, P?) (resp., P' := II71(A% C%)) and outputwe compute it as

a response.
» Suppose that in the ideal world P* is parsed as p*||P§| - - - || P}, _; (vesp., C* is parsed
as ¢||Cgl -~ ICf,_1). Then, the oracle samples a random value p’ & {0, 1}~ 1Pl

and defines 71(Z%) = (¢! @ p?)||p’. If |P!| = |C!| > 2n, then it also samples a random
¢ & {0,137 ) and defines (27 @ L @ bin(4; — 2)) = (Pi_, @ Cj,_ )€,

Finally, for T* := #6(A?), the oracle releases the extended transcript
v :={(P"T",C", 2" m(Z" ® L® bin(¢; — 2))) | i € [1,q]} U{Kn, L,K},} .

Note that if 37 # i’ € [1,q] such that P = P or C = C¥, T # T" but T = T
then the adversary can trivially distinguish the ideal world from the real world as in
the real world this will lead to (P%,C?) = (P",C") with probability 1 whereas in the
ideal world (P?,C%) = (P",C") with negligible probability. Hence, to avoid this trivial
distinguishability we define an event

BADO: There exist i < i’ € [1,q] such that A® # A" but T% = T*"

Note that Pr [BADO] < Adv5e(q).
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Offline Computations in the Ideal World and BAD Transcripts. After all encryp-
tion/decryption queries by the adversary have been asked in the ideal world, the challenger
can perform offline computations as follows:

e In the ideal world, given a transcript =y, the challenger initializes two sets % and %9
as follows:

{@y:{wmm)wamann
Py == {(bin(0), K})} .

o Then for each i € [1,q], the challenger parses P¢, C? as follows:

7= [A,
1 if |PY|<2n

Pl=p!|\Bi| - ||P} | st. &= i
p || O” ” £;—1 i { ’VW—‘ otherwise ,

where:
|P{| = n for all j € [0,¢; — 2] and
|P} | =|P'|—7—n(l;—1)for {; >2 ; and
Ct = NI - Gy
where:
|C’;| =n for all j € [0,¢; — 2] and
|ICi_ | =1C—7—n(t;—1) for {; >2 .

o Finally, for each i € [1, q], the challenger extends %; and %5 as

Py = {(X1, YD)} U{(S" @ bin(j — 1), W) | j € [L&— [ UP,
9}2 = { Zi7

(2, VYU,
where
Xii= By & Hig (A p') @ Hig (') & Hye, (T', Pi| -+ | Py )
Yii=Cl® Hg (A ") @ Hg, (T, Ci |-+ | C},_,)
7t =X'pY?
V=@ ad)|p
S =2"®L
Wi e 17@05‘ if el 6 -2
! (PiyeCy gt ifj=6i—1.

Definition 12. Let % be a non-empty set. For any ¢ € N let @ = {(X1,Y3), ...,
(X4, Yy} € (8%)7 be a collection of ¢ pairs from %2 each. We call 2 permutation-

compatible if and only if X; = X; & Y; =Y} holds.

We define some bad events that may help the adversary in distinguishing between the
real world and the ideal world:

BAD1: 9, is not permutation-compatible.

BAD2: 9, is not permutation-compatible.

Define
BAD := BADO UBAD1 UBAD2 .

We call a transcript v good if BAD does not occur in +.
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Lemma 2.

+302+5q0—|—5q2—|—70—|—2q+1

Pr [BAD] < Adv$'(q) o

This lemma is proved in Appendix C below. Before that, we see how it is used to prove
Proposition 8.

Analysis of Good Transcripts. Counsider any good transcript . Let (A, m) denote the

number of queries with tweak A and of length m blocks. Then it must be Y n(A,m) =o.
Am
Since m > n, {(A*, P",C")};cp1,q has randomness at least [] (27™),(a,m) = (2" — 0)7.

m
Given any {(A*, P!, Ci)}ie[l’q], let the i-th query have ¢; blocks. For any 7 € [0, n], note
that |P; _,| = |P’| — ((; —1) - n — 7. Hence, in the ideal world W{ _; (i.e., &) has
¢; -n — |P| 4+ 7 random independent bits. Similarly, V? (i.e., p’) n — 7 random bits. Hence,
the extended transcript (W} _;, V") consists of (¢; + 1) - n — |P?| random bits. Since by
definition of ¢;, | P*| < /; - n, the extended transcript has at least n random bits. Being this
true for any ¢ € [1,¢] and 7 € [0,n|, and K}, K}, L are also sampled uniformly at random,

we have
1 1

S 23n+qn X (2n _ O-)a' ’

PI‘ [eid = T]

In the real world, the entire transcript « has been generated with the use of m; and 7.
For each query by the adversary to its oracle, there is exactly one call to m; and at most
¢; calls to my. Further, K} and L are generated using queries to mo, and K}, is generated
using a query to m;. Thus

1 1 1
P e =T| > .
r [@ T] - (Qn)qul X (2n)o_+2 - 2n(a+q+3)

It is now easy to see that, given any good transcript ~,

Pr(@c=9]_, o
Pr[©yg=7] ~ 2n

Hence, by the H-coefficient technique, Lemma 2 implies Proposition 8. O

C Proof of Lemma 2

Proof. In this section we will bound Pr [BAD1/BADO| and Pr [BAD2|BADO UBAD1]|. Lemma 2
then follows from the union bound.

Lemma 3. It is

S(A,p’) =0(A,¢) <2 and Y ST, Pi|--||Pf_y) <o .
1€[1,q]

Proof. Since [pt|,|c!| < n and |P}| = n, the result follows from Proposition 1. O

C.1 Bounding Pr {BAD1|W}
We start by recalling the definition of the set %,
P1 = {(bin(0), Kp), (bin(1), L) } U
U |J {(XY9), (S @bin(0), W7),..., (S"@bin(t; — 2), W}, )}

i€(1,q]
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Note that if for all (A, B) # (A’,B’) € 1, A # A" and B # B’ then %, is permutation-
compatible. Hence

Pr[BAD1] < Pr[3(A,B) # (A ,B) e P, | A= A
+Pr[3(A,B)#(A'B)eP | B=DB .

We consider the two probabilities on the r.h.s. separately
C.1.1 Bounding Pr[3(A,B) # (A’,B’) € 9, | A = A]

This case can be divided into the following sub-cases:

B1: There exists an i € [1,q] such that X* € {bin(0), bin(1)}.

This happens if and only if
P& Hy (A, p') & Hyc, (07) & Hy, (T', Pi| - | Pi,_,) € {bin(0), bin(1)}

for some ¢ € [1,q]. Since K} is uniformly sampled, at the end of all encryp-
tion/decryption queries, by Lemma 3 we have:

Pr [B1] ZP

i€[l,q]
Hyg, (T, P P, _)=ua
L TPl IF) =al

|P0€9HK/(Ap)EBHK/(Op)—a@bln()

Z §(T" PlH \\P&_l)
i€[1,q]

Hi, (T, Pi| -+ | P—y) = a |
| P& Hy; (A,p') @ Hy; (0P!) = a & bin(0)

o
< .
S on

B2: There exist i € [1,q], j € [1,4; — 1] with S* @& bin(j — 1) € {bin(0), bin(1)}.

This happens if and only if for some i € [1, g]
L=X'@Y" @bin(j — 1) € {bin(0),bin(1)} .
Note that X%, Y are calculated independently from L. Since L is generated uniformly

at random at the end of all queries, we have

20

PrB2| < —
r[82) <

B3: There exist i < i’ € [1,q] such that X’ = X",

We split the determination of the bound into three separate contributions:

(i) First suppose p’ # pi/, then from the AXU property of H &, and by Proposition 2
and Lemma 3, the probability that this event happens for some ¢ < ¢’ is bounded
by 2/2™.

(ii) Next suppose p' = p" and (T°, P{||---||P},_,) # (T", P{'||--- [P}, ), then
from the AXU property of Hk, and by Pl"OpOblthll 2, the probablhty that this
happens for some ¢ < ¢’ is bounded by

max{8(T", P[P} ), 6(T", P{||---|IPf, )}
2n
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(ili) Finally if p' = p and (T P{|---|[P},_,) = (T", P{'||--+||P{,_,) then since
the event BADO does not occur, this happens for ¢ < j if and only if ¢/ is a
decryption query, and P¢ = Pgl which is impossible since II is defined as a
length-preserving tweakable random permutation.

Hence

max{3(T%, P{| -+ | P} _),6(T% , P{'||---||P}, _})}

PrB3<Z Z IQn’

1<’ <3’

2¢° ST, Pi| - II1Pf ) S(T", Py |- 1P, )
<L i :
<5 +Z o +Z o

1<1 1<1

) > ST P 1P +

'S i€[1,q]
S T + 7 il i’ il

2 + ) ST PP )

i'€[L,q]

2¢° 2qo

< — —_— .

The last inequality follows from Lemma 3.

B4: There exist i < i’ € [1,¢] and j, j/ with j € [1,4; — 1] and j' € [1,£; — 1]
such that S & bin(j — 1) = S* @ bin(j’ — 1).

Note that this happens if and only if

ClaCl ®Pi@ P =bin(j—1)@bin(j' —1)®a
where a depends from the values Kj, K}, ¢, ¢, p*, p'’ (T Pi||---|IP; _y) as well
as (T", P{'||---||P} _,), but not from C§ @ CO ®PloP.

Hence, if ¢’ is an encryption (resp., decryption) query, then using the randomness of
Cy (resp., Pt) and varying over all i < 4’ and j, j we have

0.502
27L

Pr [B4] <

B5: There exist i,i’ € [1,q] and j € [1,£; — 1] such that S’ @ bin(j — 1) = X7".

— If i < ¢, suppose S* = a. Then this event is similar to the event X" e
{a®bin(j — 1) | j € [1,4; — 1]}. Doing a similar analysis as B1, We have

68T P ... P _y)
on '

Pr [Xi’ =Si@bin(j—1)|i< i’} <

— Otherwise suppose i’ < 1, suppose X i = q. Then this event is similar to the
event 35 € [1,4; — 1] s.t. S* @ bin(j — 1) = a}. By a similar analysis as for B2,
we obtain

Pr[Xi’zsi@bin(j—1)|z”<z‘] gf—; :

Hence varying over all 4,7 we have
qo

PrB5| < — 4+ — -
B8] < 3+ 42
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C.1.2 Bounding Pr [3(A,B) # (A’,B’) € %, | B = B’]

This case can be divided into the following sub-cases:
B6: It is K, = L.

Since both K}, L are independently generated, we have
Pr[B6] < L

r — .
S on

B7: There exists an i € [1,q] such that Y € {K}, L}.

Following the same analysis as B1, we have

Pr [Bﬂ < Z Pr {HK)L(TivciH HCzl—l) =a | 06 D HK]’L(Avci) = a’}
i€(l,q]
+ > Pr [HKh<T",Ci'||-~-IICZZi71) =a|Cy® Hi; (A, &) = a@L} :
i€[1,q]

Now note that K}, L are generated uniformly at random at the end of all the queries.
So, by using Propositions 1 and 3, we have

o+q .

Pr [B7] <
21’L

B8: There exist i € [1,¢] and j € [1,4; — 1] such that W} € {Kj, L}.

Note that VVJ2 are completely determined by the transcript. Also, K}y, L are indepen-
dently generated in the transcript. Hence

2
Pr (B8] < 2—: :

B9: There exist i < i’ € [1,¢q] such that Y = Y7

With a similar analysis as for B3, we have

2¢>+qo

Pr[B9] <
21’L

’

B10: There exist ¢ < i’ € [1,q], j € [1,4; — 1], j' € [1,4; — 1] with W; = W;,

Note that W; are completely determined from the transcript. Hence,

0.502

Pr[B10] < — =

B11: There exist 4,7’ € [1,q], j € [1,¢; — 1] such that W} = Y7

With a similar analysis as for B5, we get
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C.2 Bounding Pr [BAD2[BADT U BADO|

First of all, recall that 2, = {(bin(0), K},)} U Uie[l,q]{(Zi7 V%) }. Note that, given BAD1

and BADO do not occur, we have for all i # i’ that S* # 5% Hence, by definition Z* # A
In a similar way to the case of BAD1, we can thus divide this event into the following
subcases:

B12: There exists an i € [1,q] such that Z* = bin(0).

Note that this event is equivalent to the event that 34 € [1,¢] s.t. S; = L. which is
equivalent to the event that X @ Y? = 0. Now note that, depending on whether it
is an encryption (resp., decryption) query, this event is bounded by the randomness
of X (resp., Y?). Hence,

Pr[B12] < gin :

B13: There exists an i € [1,q] such that V' = K.

Note that for any i, the two values V? and K ;, are independently generated in the
transcript. Hence,

Pr[B13] <

M

B14: There exist i < i’ € [1,¢q] such that Vi = V7.

Note that for all 4, the V' are independently generated. Hence

2
Pr[B14] <

e

Finally, using the Encode-then-Encipher approach with the Encode function defined in
Subsection 6.1 and the enciphering scheme Samvadini, Theorem 4 follows immediately
from Lemma 1, Proposition 8, and Theorem 1. O
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