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mod

use
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};

XAL2VEDa—)l main.rs
ssh_filesystem;

clap::Parser;
dialoguer: :Password;
dns_lookup: :lookup_host;
log: :debug;
ssh2::Session;
ssh2_config: :SshConfig;
std::{

fs::File,
io::{BufReader, Read},
net::TcpStream,

path: :PathBuf,

str,

fn main() -> Result<(), String> {

let opt = Opt::parse();

env_logger::init();

// ssh config 7 7 A )VDHUF ¥ fEkT
let mut ssh_config = SshConfig::default();
{

let file = get_config_file(&opt.config file)

if let Some(mut f) = file {

.map (BufReader: :new) ;

match SshConfig::default().parse(&mut £) {

Ok(c) => ssh_config =

c,
Err(e) => eprintln!("Z5:config 7 7 A LT T — -- {e}"),

};
};

// ssh config DIA V7 A%RL., 7 FLADFG] X,

let mut dns = &opt.remote.host;

let host_params = ssh_config.query(dns);

if let Some(ref n) = host_params.host_name {

dns = n

};

let address = lookup_host(dns).map_err(|_| format!("#%ftsEh X b EOD £ A, ({dns})"))7;

// Az A v ZOMEE

let username: String = if let Some(n) = &opt.login_name {
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n.clone()

} else if let Some(n)

&opt.remote.user {

n.clone()

} else if let Some(n) = &host_params.user {
n.clone()

} else if let Some(n)

users::get_current_username() {

n.to_str()

.ok_or_else(|| format!("H 7 A I —HHLAIE, {n:?3)"))?

.to_string()
} else {
Err ("L —H—EZDPHISTEEEAT LR, M7
}
debug! ("[main] B4 ¥ Z—4—%: {}", &username);

/) X — 7 7 4 L DOHIE

let identity_file: Option<PathBuf> = if let Some(ref i) = host_params.identity_file {

Some (i [0] .clone())
} else {

opt.identity.as_ref().cloned()
};

// sshi&filEE

let socketaddr = std::net::SocketAddr::from((address[0], opt.port));

debug!(”%%%ﬁ?ﬁ: {:7}", socketaddr);

let tcp = TcpStream::connect (socketaddr) .unwrap() ;
let mut ssh = Session::new().unwrap();
ssh.set_tcp_stream(tcp);

ssh.handshake () .unwrap() ;

// ssh iRl

userauth(&ssh, &username, &identity_file)?;

//VE=PRRAMD My I T4 LT U DA
let path = make_remote_path(&opt, &ssh)7?;

/)R NE T a DR

let mut options = vec![fuser::MountOption::FSName("sshfs".to_string())];

options.push(fuser: :MountOption: :NoDev) ;
options.push(fuser: :MountOption: :DirSync);
options.push(fuser: :MountOption: :Sync) ;
match opt.readonly {
true => options.push(fuser::MountOption::R0),
false => options.push(fuser: :MountOption::RW),
b
match opt.no_exec {

true => options.push(fuser::MountOption: :NoExec),



88 false => options.push(fuser::MountOption: :Exec),

89 }

90 match opt.no_atime {

01 true => options.push(fuser::MountOption: :NoAtime),
92 false => options.push(fuser::MountOption::Atime),
93 }

94

05 /T 7 ANT AT BADR Y NFET

96 let fs = ssh_filesystem::Sshfs::new(ssh, &path);

97 fuser::mount2(fs, opt.mount_point, &options).unwrap();
08 0k (O)

99 }

w1 /// ssh gﬂ%ﬁ%%ﬁ@j—%o

102 fn userauth(sess: &Session, username: &str, identity: &Option<PathBuf>) -> Result<(), String> {

103 let ret = sess.userauth_agent (username);

104 if ret.is_ok() {

105 return 0k(());

106 }

107 debug! ("FRAERHL (agent)->{:7}", ret.unwrap_err());

108 if let Some(f) = identity {

109 let ret = sess.userauth_pubkey_file(username, None, f, None);

110 if ret.is_ok() {

11 return 0k(());

112 }

113 if let ssh2::ErrorCode::Session(-16) = ret.as_ref () .unwrap_err().code() {
114 // error_code -16 ->

115 // LIBSSH2_ERROR_FILE:PUBLIC_KEY DHUSKM, Z77. MEF—D X 7L —X
116 for _i in 0..3 {

117 let password = Password: :new()

118 .with_prompt ("M F —D 2T L — X% AL TLEE W0, ")

119 .allow_empty_password(true)

120 .interact ()

121 .map_err(|le| e.to_string())7?;

122 let ret = sess.userauth_pubkey_file(username, None, f, Some(&password));
123 if ret.is_ok() {

124 return 0k(Q));

125 }

126 eprintln! (" SA 7L —ZAEWVWET, ");

127 }

128 }

129 debug! ("FHAERHL (pubkey)->{:7}", ret.unwrap_err());

130 }

131 for _i in 0..3 {

132 let password = Password::new()
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.with_prompt("H 7 A Y XAT — RKZ AL TLEE W0, M)
.allow_empty_password(true)
.interact ()
.map_err(le| e.to_string())7;
let ret = sess.userauth_password(username, &password);
if ret.is_ok() {
return 0k(());
}
let ssh2::ErrorCode::Session(-18) = ret.as_ref().unwrap_err().code() else { break; };
// ssh2 L7 —2a2—F -18 ->
// LIBSSH2_ ERROR_AUTHENTICATION FAILED: ’SAV — RDESATL & 9,
eprintln! (" XA — F2AUEWE T, ");
debug! ("FRAERHL (password)->{:7}", ret.unwrap_err());
}
Err("ssh OFSAEICKEL L £ L7z, ".to_string())

/// ssh_config 7 7 ANDHIUX, A =TT 5,
/77 7 7 ANKDITEDTRT UL, $Home/. ssh/config ZRET b,
fn get_config_file(file_name: &Option<PathBuf>) -> Option<std::fs::File> {
let file_name = file_name.clone().or_else(|| {
home: :home_dir() .map(lp| {
let mut p = p;
p.-push(".ssh/config");
p
1))
b;

file_name.and_then(|p| File::open(p).ok())

/// VU E— MEBIED path DA
fn make_remote_path(opt: &0pt, session: &Session) -> Result<PathBuf, String> {
/7 R ADHERK
let mut path = match opt.remote.path {
Some(ref p) => {
if p.is_absolute() {
p-clone()
} else {
let mut h = get_home_on_remote(session)?;
h.push(p);
h

}

None => get_home_on_remote(session)?,
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}

}
/7 B U Te R ADFEAET B R iEFR T %
let sftp = session
.sftp()
.map_err(|e| format!("{EHMEFHEF. VE— bAD sftp HWHUTEKMLU F LTzo —- {e3"))7;
let file_stat = sftp
.stat (&path)
.map_err(|_| format!("{ERCIED SANE O FH A, {:7}", &path))7?;
if !file_stat.is_dir() {
Err ("ERISED SR T 4 L7 PUTEHD EEA, "7;
};
/) BB U ADRY YRy 7)o D ZlE, ) I hERIRT S
let file_stat = sftp.lstat(&path).unwrap();
if file_stat.file_type().is_symlink() {
path = sftp
.readlink (&path)
.map_err(le| format! ("D VAR v 7 ) I DRPITILE LTz —— {e}")7;
if !path.is_absolute() {
let tmp = path;
path = get_home_on_remote(session)?;
path.push(tmp) ;
3
3

Ok (path)

/) sshBERED ALY M F 4 L2 ) REUET 5

fn get_home_on_remote(session: &Session) -> Result<PathBuf, String> {

let mut channel = session

.channel_session()

.map_err(|e| format!("HEMIIEHEH. ssh DF ¥ ¥ A UHEEITKM L F Lze - {e3")7;
channel

.exec("pwd")

.map_err(|e| format!("HOME 7 4 L 7 b UODHIFIZKIK L F Lize —- {e3"))7;
let mut buf = Vec::<u8>::new();
channel

.read_to_end(&mut buf)

.map_err(|e| format!("HOME 7 1 L2 b UDHIFIZRHL L7 (2) —- {e}")7;
channel

.close()

.map_err(le| format!("#EHi/EEH. ssh F ¥ Y2 ND 7B —RKBLE Lz, —— {e}",))7;
str::from_utf8(&buf)

.map_err(|e| format!("HOME 7 4 L2 b UDHIFIZERBL L7 (3) —- {e}"))?

.trim()
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.parse: : <PathBuf>()
.map_err(|e| format!("HOME 7 4 L' 27 b U OHIFIZEBL L7 (4) —- {e}"))

/AR RIAYF TS ay
#[derive (Parser)]
#[command (author, wversion, about)]
struct Opt {
/// BERESE [user@lhost: [path]
remote: RemoteName,
/0 R Y MDA
#[arg (value_parser = exist_dir)]
mount_point: String,
/// config 7 7 A VDR RIEE
#[arg(short = 'F', long)]
config_file: Option<PathBuf>,
V=V NS
#[arg (short, long)]
login_name: Option<String>,
/) WExX—T 7 AN
#[arg (short, long)]
identity: Option<PathBuf>,
/) R— &S
#[arg(short, long, default_value_t = 22)]
port: ul6,
/S V—FF ) —
#[arg (short, long)]
readonly: bool,
/77 FATAH]
#[arg(long)]
no_exec: bool,
/77 77 ZAHEE (atime) ZZEH LR,
#[arg(long)]

no_atime: bool,

/) FEESNIT 4 L7 PUDFEEL, FUITT 7 A ADRN T L 2R T %,
fn exist_dir(s: &str) -> Result<String, String> {
match std::fs::read_dir(s) {
Ok (mut dir) => match dir.next() {
None => Ok(s.to_string()),
Some(_) => Err("~w WY MET 4 LT PUDETEDHH FHA" . to_string()),
},
Err(e) => match e.kind() {

std::io::ErrorKind: :NotFound => {
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Err ("YU Y MNET 4 LI PUDBFEELEE AL ".to_string())

_ = Err ("D HIN LW T =T, ".to_string()),

/77 ARY R TA Y DEGEAR X M EHR
#[derive(Clone, Debug, PartialEq)]
struct RemoteName {

/1) A==

user: Option<String>,

/7 RA N FlE IPT RLR

host: String,

/77 BRI A

path: Option<std::path::PathBuf>,

impl std::fmt::Display for RemoteName {
fn fmt(&self, f: &mut std::fmt::Formatter<' >) —-> std::fmt::Result {
let s = format! ("<{:7}><{:7}><{:7}>", &self.user, &self.host, &self.path);
s.fmt (£f)

impl std::str::FromStr for RemoteName {
type Err = String;
fn from_str(s: &str) -> Result<Self, Self::Err> {
let mut rest_str = s;
let user = match rest_str.split_once('@') {
Some((u, r)) => {
rest_str = r;
if 'u.trim().is_empty () {
Some (u.trim() .to_string())
} else {

None

}
None => None,
3
let (host, path) = match rest_str.split_once(':') {
Some ((h, p)) => (
if 'h.trim(Q) .is_empty() {
h.trim() .to_string()
} else {
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return Err ("#ZHiSeAR R b DR, \"[user@lhost: [path]\" T, ".to_string());

},
if !'p.trim().is_empty () {

Some (std: :path: :PathBuf: :from(p.trim() .to_string()))

} else {
None
},
),

None => return Err ("#EiiEAh R F DJERiI. \"[user@lhost: [path]\" T3, ".to_string()),

};
Ok(Self { user, host, path })

#[cfg(test)]

mod test {
use super: :*;
#[test]
fn verify_cli() {

use clap::CommandFactory;

Opt: :command () .debug_assert ()

#[test]

fn test_from_str_remotename() {

use std::path::Path;
let s = "mito@reterminal.local:/home/mito";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {
user: Some("mito".to_string()),
host: "reterminal.local".to_string(),
path: Some(Path::new("/home/mito").into()),
}

assert_eq!(r, k);

let s = "mito@reterminal.local:/home/mito/";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {

user: Some("mito".to_string()),

host: "reterminal.local".to_string(),

path: Some(Path::new("/home/mito").into()),
};

assert_eq!(r, k);

let s = "reterminal.local:";
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let r: RemoteName = s.parse().unwrap();

let k = RemoteName {

};

user: None,
host: "reterminal.local".to_string(),

path: None,

assert_eq! (r, k);

let s = " mito Q@reterminal.local: ";

let r: RemoteName = s.parse().unwrap();

let k = RemoteName {

};

user: Some("mito".to_string()),
host: "reterminal.local".to_string(),

path: None,

assert_eq! (r, k);

let s = "reterminal.local";

let r: Result<RemoteName, String> = s.parse();

assert_eq! (

)

r,

Err ("#E#i/e R X b OFERUE. \" [user@lhost: [path]\" T3,

let s = "mito@reterminal.local";

let r: Result<RemoteName, String> = s.parse();

assert_eq! (

)

let s = mito @: ";

r,

Err ("6 AR 2 OFERUX, \" [user@lhost : [path]\" T3,

let r: Result<RemoteName, String> = s.parse();

assert_eq! (

)

r,

Err ("#Eide R A P DEAUE, \" [user@lhost: [path]\" T3,

10

".to_string())

".to_string())

".to_string())
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2 T7AIWNI AT LEY 2—)L ssh_filesystem.rs

/// FUSE 7 7 A V¥ AT LFd
use fuser::{FileAttr, Filesystem, ReplyAttr, ReplyData, ReplyDirectory, ReplyEntry, Request};
use libc::ENOENT;
use log::{debug, error, warn};
use ssh2::{ErrorCode, OpenFlags, OpenType, Session, Sftp};
use std::{

collections: :HashMap,

ffi::0sStr,

io::{Read, Seek, Writel},

path::{Path, PathBuf},

time::{Duration, SystemTime, UNIX_EPOCH},

pub struct Sshfs {
_session: Session,
sftp: Sftp,
inodes: Inodes,
fhandls: Fhandles,
_top_path: PathBuf,

impl Sshfs {
pub fn new(session: Session, path: &Path) -> Self {
let mut inodes = Inodes::new();
let top_path: PathBuf = path.into();
inodes.add(&top_path);
let sftp = session.sftp() .unwrap();
debug! (
"[Sshfs::new] connect path: <{:7}>, inodes=<{:7}>",

&top_path, &inodes.list

);
Self {
_session: session,
sftp,
inodes,
fhandls: Fhandles::new(),
_top_path: top_path,
}

/// ssh2BEHT 7 v A VD RT— X ZAREET 3,
/// BWER : BUSICININ L7358, inodes I XA BEGRT 5,

11
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fn getattr_from_ssh2(&mut self, path: &Path, uid: u32, gid: u32) -> Result<FileAttr, Error> {

let attr_ssh2 = self.sftp.lstat(path)?;

let kind = Self::conv_file_kind_ssh2fuser (&attr_ssh2.file_type())7;

let ino

= self.inodes.add(path);

Ok (FileAttr {

ino,

size: attr_ssh2.size.unwrap_or(0),

blocks: attr_ssh2.size.unwrap_or(0) / 512 + 1,

atime: UNIX_EPOCH + Duration::from_secs(attr_ssh2.atime.unwrap_or(0)),
mtime: UNIX_EPOCH + Duration::from_secs(attr_ssh2.mtime.unwrap_or(0)),

ctime: UNIX_EPOCH + Duration::from_secs(attr_ssh2.mtime.unwrap_or(0)),

crtime: UNIX_EPOCH,

kind

B

perm: attr_ssh2.perm.unwrap_or(00666) as ul6,

nlin

uid,

gid,

rdev

blks

flag
b

fn conv_file_kind_ssh2fuser(filetype: &ssh2::FileType) -> Result<fuser::FileType, Error> {

match fi

ssh2:
ssh2:
ssh2:
ssh2:
ssh2:
ssh2:
ssh2:
ssh2:

k: 1,

: 0,
ize: 512,
s: O,

letype {

:FileType:
:FileType:
:FileType:
:FileType:
:FileType:
:FileType:
:FileType:
:FileType:

:NamedPipe => Ok(fuser::FileType: :NamedPipe),
:CharDevice => Ok(fuser::FileType: :CharDevice),
:BlockDevice => Ok(fuser::FileType: :BlockDevice),
:Directory => Ok(fuser::FileType::Directory),
:RegularFile => Ok(fuser::FileType::RegularFile),
:Symlink => Ok(fuser::FileType::Symlink),

:Socket => Ok(fuser::FileType::Socket),

:0ther(_) => Err(Error(libc::EBADF)),

fn conv_timeornow2systemtime(time: &fuser::TimeOrNow) -> SystemTime {

match time {

fuser: :TimeOrNow: :SpecificTime(t) => *t,

fuser: :TimeOrNow: :Now => SystemTime: :now(),

impl Filesystem for Sshfs {

12
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fn lookup(&mut self, req: &Request, parent: u64, name: &0sStr, reply: ReplyEntry) {

let Some(mut path) = self.inodes.get_path(parent) else {
debug! (" [lookup] #7 4 L7 bV DMRIZKM inode={}", parent);
reply.error (ENOENT) ;
return;
+;
path.push(Path: :new(name)) ;
match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {
Ok(attr) => reply.entry(&Duration::from_secs(1l), &attr, 0),
Err(e) => {

reply.error(e.0);

fn getattr(&mut self, req: &Request, ino: u64, reply: ReplyAttr) {
let Some(path) = self.inodes.get_path(ino) else {
debug! (" [getattr] path HUfSKHL: inode={}", ino);
reply.error (ENOENT) ;
return;
3
match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {
Ok (attr) => {
//debug! ("[getattr]retrun attr: {:2}", &attr);

reply.attr(&Duration: :from_secs(1l), &attr);

}

Err(e) => {
warn! ("[getattr] getattr_from_ssh2 =7 —: {:7}", &e);
reply.error(e.0)

}

fn readdir(
&mut self,
_req: &Request,
ino: u64,
_fh: u64,
offset: i64,
mut reply: ReplyDirectory,
) {
let Some(path) = self.inodes.get_path(ino) else {
reply.error(libc: :ENOENT) ;
return;

};

13
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match self.sftp.readdir(&path) {
Ok (mut dir) => {

let cur_file_attr = ssh2::FileStat {

size: None,

uid: None,

gid: None,

perm: Some(libc::S_IFDIR),
atime: None,

mtime: None,

Ys /7 o ' OfRERH.  attr T4 L7 PV THDEIEDARIRT,

dir.insert (0, (Path::new("..").into(), cur_file_attr.clone()));

dir.insert (0, (Path::new(".").into(), cur_file_attr));

let mut i = offset + 1;

for f in dir.iter().skip(offset as usize) {

let ino = if f.0 == Path::new("..")

1
} else {
self.inodes.add(&f.0)
};

let name = match f.0.file_name() {

Some(n) => n,

None => f.0.as_os_str(),
};
let filetype

gf.1.file_type();

f£.0 == Path::new(".") {

let filetype = match Self::conv_file_kind_ssh2fuser(filetype) {

0k(t) => t,
Err(e) => {

warn! (

"[readdir] 7 7 A VZX A TN : inode={}, name={:7}",

ino, name

)5
reply.error(e.0);
return;
}
};
if reply.add(ino, i, filetype, name) {
break;
}
i+= 1;
}
reply.ok();
}
Err(e) => {

warn! (" [readdir]ssh2: :readdir N CIZF —F4—- {:7}", e);

reply.error(Error::from(e).0);

14
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fn readlink(&mut self, _req: &Request<'_>, ino: u64, reply: ReplyData) {
let Some(path) = self.inodes.get_path(ino) else {
error! ("[readlink] 7 4 L7 bV OMREIZEH {ino}");
reply.error(libc: :ENOENT) ;

return;
}
match self.sftp.readlink(&path) {
Ok(p) => {
//debug! ("[readlink] ret_path => {:2}", &p);
reply.data(p.as_os_str().to_str() .unwrap() .as_bytes());
}
Err(e) => {
//debug! ("[readlink] ssh2::readlink error => {e:?}");
reply.error(Error: :from(e).0);
}
}

fn open(&mut self, _req: &Request<'_>, ino: u64, flags: i32, reply: fuser::ReplyOpen)
let Some(file_name) = self.inodes.get_path(ino) else {
reply.error(libc: :ENOENT) ;
return;

};

let mut flags_ssh2 = OpenFlags::empty();

if flags & libc::0_WRONLY != 0 {
flags_ssh2.insert (OpenFlags: :WRITE);

} else if flags & libc::0_RDWR != 0 {
flags_ssh2.insert (OpenFlags: :READ) ;
flags_ssh2.insert(OpenFlags: :WRITE) ;

} else {
flags_ssh2.insert(OpenFlags: :READ);

}

if flags & libc::0_APPEND != 0 {
flags_ssh2.insert(OpenFlags: : APPEND) ;

}

if flags & libc::0_CREAT != 0 {
flags_ssh2.insert (OpenFlags: :CREATE) ;

}

if flags & libc::0_TRUNC != 0 {
flags_ssh2.insert (OpenFlags: : TRUNCATE) ;

15
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}
if flags & libc::0_EXCL != 0 {
flags_ssh2.insert (OpenFlags: :EXCLUSIVE) ;

¥
debug! (
"[open] openflag = {:7}, bit = {:x}",
&flags_ssh2,
flags_ssh2.bits()
)3
match self
.sftp
.open_mode (&file_name, flags_ssh2, 00777, ssh2::0penType::File)
{
Ok(file) => {
let fh = self.fhandls.add_file(file);
reply.opened(fh, flags as u32);
}
Err(e) => reply.error(Error::from(e).0),
}

fn release(
&mut self,
_req: &Request<'_>,
_ino: u6b4,
fh: ué4,
_flags: i32,
_lock_owner: Option<u64>,
_flush: bool,

reply: fuser::ReplyEmpty,

) {
self.fhandls.del_file(fh);
reply.ok(Q);

}

fn read(
&mut self,

_req: &Request,
_ino: u6b4,

fh: u64,
offset: i64,
size: u32,
_flags: i32,

_lock_owner: Option<u64>,
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299
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302

) {

reply: ReplyData,

let Some(file) = self.fhandls.get_file(fh) else {

reply.error(libc: :EINVAL);
return;

};

if let Err(e) = file.seek(std::io::SeekFrom::Start(offset as u64))

reply.error(Error: :from(e).0);
return;
}
let mut buff = Vec::<u8>::new();
buff.resize(size as usize, 0u8);
let mut read_size: usize = 0;

while read_size < size as usize {

match file.read(&mut buff[read_size..]) {

Ok(s) => {
if s == 0 {
break;
};
read_size += s;
}
Err(e) => {
reply.error(Error: :from(e).0);
return;
}

}

buff.resize(read_size, 0u8);

reply.data(&buff) ;

fn write(

) {

&mut self,

_req: &Request<'_>,

_ino: u64,

fh: u64,

offset: i64,

data: &[u8],
_write_flags: u32,
_flags: i32,

_lock_owner: Option<u64>,

reply: fuser::ReplyWrite,

let Some(file) = self.fhandls.get_file(fh) else
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343
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reply.error(libc: :EINVAL);
return ;

};

if let Err(e) = file.seek(std::io::SeekFrom
reply.error(Error: :from(e).0);
return;
}
let mut buf = data;
while !buf.is_empty() {
let cnt = match file.write(buf) {
Ok(cnt) => cnt,
Err(e) => {

reply.error (Error: :from(e).0);

return;
}
3
buf = &buf [cnt..];
}
reply.written(data.len() as u32);
}
fn mknod (
&mut self,
req: &Request<'_>,
parent: u64,
name: &0sStr,
mode: u32,
umask: u32,
_rdev: u32,
reply: ReplyEntry,
) 1

if mode & libc::S_IFMT != libc::S_IFREG {
reply.error(libc: :EPERM) ;
return;

}

let mode = mode & ('umask | libc::S_IFMT);

::Start(offset as u64)) {

let Some(mut new_name) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;
return;

s

new_name.push (name) ;

if let Err(e) =
self.sftp

.open_mode (&new_name, OpenFlags::CREATE, mode as i32, OpenType::File)
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390

391

392

reply.error(Error: :from(e).0);

let new_attr = match self.getattr_from_ssh2(&new_name, req.uid(), req.gid()) {

return;

}
Ok(a) => a,
Err(e) => {

reply.error(e.0);

return;

};

reply.entry(&Duration: :from_secs(1),

fn unlink(&mut self, _req: &Request<'_>, parent: u64, name: &0sStr, reply:

let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;
return;

};

path.push(name) ;

match self.sftp.unlink(&path) {
Ok(_) => {

self.inodes.del_inode_with_path(&path) ;

reply.ok();
}

&new_attr, 0);

Err(e) => reply.error(Error::from(e).0),

fn mkdir(
&mut self,
req: &Request<'_>,
parent: u64,
name: &0sStr,
mode: u32,
umask: u32,
reply: ReplyEntry,
) o

let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;
return;

};

path.push(name) ;

let mode = (mode & ('umask) & 00777)

as i32;
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439

match self.sftp.mkdir(&path, mode) {
0k(_) => match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {
Ok(attr) => reply.entry(&Duration::from_secs(l), &attr, 0),
Err(e) => reply.error(e.0),
},

Err(e) => reply.error(Error::from(e).0),

fn rmdir(&mut self, _req: &Request<'_>, parent: u64, name: &0sStr, reply: fuser::ReplyEmpty) {

let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;

return;
+;
path.push(name) ;
match self.sftp.rmdir(&path) {

k() => {

self.inodes.del_inode_with_path(&path) ;

reply.ok()
}
Err(e) => {
if e.code() == ErrorCode::Session(-31) {
// ssh2 74 77V DR L7 —=hh, BEfLTEL,
reply.error(libc: :ENOTEMPTY) ;
} else {
reply.error(Error: :from(e).0)
}
}
}
}
fn symlink(
&mut self,

req: &Request<'_>,

parent: u64,

name: &0sStr,

link: &Path,

reply: ReplyEntry,

) {

let Some(mut target) = self.inodes.get_path(parent) else {
reply.error(libc: :ENOENT) ;
return;

s

target.push(name) ;
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477
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480
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482

483

484

match self.sftp.symlink(link, &target) {
0k(_) => match self.getattr_from_ssh2(&target, req.uid(), req.gid()) {
Ok(attr) => reply.entry(&Duration::from_secs(1l), &attr, 0),
Err(e) => reply.error(e.0),
3,

Err(e) => reply.error(Error::from(e).0),

fn setattr(
&mut self,
req: &Request<'_>,
ino: u64,
mode: Option<u32>,
_uid: Option<u32>,
_gid: Option<u32>,
size: Option<u64>,
atime: Option<fuser::TimeOrNow>,
mtime: Option<fuser::TimeOrNow>,
_ctime: Option<std::time::SystemTime>,
_fh: Option<u64>,
_crtime: Option<std::time::SystemTime>,
_chgtime: Option<std::time::SystemTime>,
_bkuptime: Option<std::time::SystemTime>,
_flags: Option<u32>,
reply: ReplyAttr,
) 1
let stat = ssh2::FileStat {
size,
uid: None,
gid: None,
perm: mode,
atime: atime.map(|t| {
Self::conv_timeornow2systemtime (&t)
.duration_since (UNIX_EPOCH)
.unwrap()
.as_secs()
b,
mtime: mtime.map(|t| {
Self::conv_timeornow2systemtime (&t)
.duration_since (UNIX_EPQOCH)
.unwrap ()
.as_secs()

b,
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497

498

499

500

501

502

503

504

let Some(filename) = self.inodes.get_path(ino) else {

reply.error (ENOENT) ;

match self.sftp.setstat(&filename, stat) {

Ok() => {
self.getattr_from_ssh2(&filename, req.uid(), req.gid());
match stat {

0k(s) => reply.attr(&Duration::from_secs(l), &s),

Err(e) => reply.error(e.0),

Err(e) => reply.error(Error::from(e).0),

fn rename (

&mut self,

_req: &Request<'_>,

parent: u64,

name: &0sStr,

newparent: u64,

newname: &0sStr,

flags: u32,

reply: fuser::ReplyEmpty,

) A

let Some(mut old_path) = self.inodes.get_path(parent) else {
reply.error(libc: :ENOENT) ;
return;

s

0ld_path.push(name) ;

let Some(mut new_path) = self.inodes.get_path(newparent) else {
reply.error(libc: :ENOENT) ;
return;

+;

new_path.push(newname) ;

let mut rename_flag = ssh2::RenameFlags::NATIVE;
if flags & libc::RENAME_EXCHANGE !'= 0 {
rename_flag.insert(ssh2: :RenameFlags: :ATOMIC) ;
}
if flags & libc::RENAME_NOREPLACE == 0 {
// rename D OVERWRITE 233\ T\, FEITHT,
if let Ok(stat) = self.sftp.lstat(&new_path) {
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567

568

569

570

if stat.is_dir() {

if let Err(e) = self.sftp.rmdir(&new_path) {

reply.error(Error::from(e).0);

return;

}

} else if let Err(e) = self.sftp.unlink(&new_path) {

reply.error(Error: :from(e).0);

return;

3

self.inodes.del_inode_with_path(&new_path) ;

match self.sftp.rename(&old_path, &new_path, Some(rename_flag)) {

Ok(_) => {

self.inodes.rename(&old_path, &new_path);

reply.ok();
}

Err(e) => reply.error(Error::from(e).0),

#[derive (Debug, Default)]
struct Inodes {
list: HashMap<u64, PathBuf>,

max_inode: u64,

impl Inodes {
/// Inode RT3
fn new() -> Self {
Self {

list: std::collections::HashMap::new(),

max_inode: O,

/// path TIEE I Nz inode AR L. Hikd 5,

/77§ T path DEFRPFAET 255, BIMZET, BRFAD inode 2R,

fn add(&mut self, path: &Path) -> u64 {
match self.get_inode(path) {
Some(i) => i,
None => {

self.max_inode += 1;

23



583 self.list.insert(self.max_inode, path.into());

584 self.max_inode

585 }

586 ¥

587 }

588

589 /// path 5 inode ZHUST %

590 fn get_inode(&self, path: &Path) -> Option<u64> {

591 self.list.iter().find(|(_, p)| path == *p).map(| (i, _)| *i)
592 }

593

594 /// inode 5 path ZHUST %

595 fn get_path(&self, inode: u64) -> Option<PathBuf> {

596 self.list.get (&inode) .map(lp| (*p).clone())

597 }

598

599 /// inodes 6. inode DEFRZHIFRT %

600 fn del_inode(&mut self, inode: u64) -> Option<u64> {

601 self.list.remove(&inode) .map(|_| inode)

602 }

603

604 /// inodes 2> 6. path DLHETDEIRE HIFRS %

605 fn del_inode_with_path(&mut self, path: &Path) -> Option<u64> {
606 self.get_inode(path) .map(|ino| self.del_inode(ino) .unwrap())
607 }

608

609 /) BEREINT WD inode D path X HT 5,

610 /// old_path DXTFAE LRI AUL, 7212H Lz,

611 fn rename(&mut self, old_path: &Path, new_path: &Path) {
612 let Some(ino) = self.get_inode(old_path) else {

613 return;

614 };

615 if let Some(val) = self.list.get_mut(&ino) {

616 *val = new_path.into();

617 }

618 }

610}

621 struct Fhandles {

622 list: HashMap<u64, ssh2::File>,
623 next_handle: u64,
624 }

625
626 impl Fhandles {
627 fn new() -> Self {
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661

662

663

664

670

671

672

Self {
list: HashMap::new(),

next_handle: O,

fn add_file(&mut self, file: ssh2::File) -> u64 {
let handle = self.next_handle;
self.list.insert(handle, file);
self.next_handle += 1;

handle

fn get_file(&mut self, fh: u64) -> Option<&mut ssh2::File> {
self.list.get_mut (&fh)

fn del_file(&mut self, fh: u64) {
self.list.remove(&fh); // RDEHIFIETS, ZORKRTTZ 7 A Lidra—X,
7/ NV FOVOBEMAOH, RIEINY FLZGRE
match self.list.keys() .max() {
Some (&i) => self.next_handle = i + 1,

None => self.next_handle = O,

#[derive (Debug, Clone, Copy)]

struct Error(i32);

impl From<ssh2::Error> for Error {
fn from(value: ssh2::Error) -> Self {
let eno = match value.code() {
ssh2: :ErrorCode: :Session(_) => libc::ENXIO,
ssh2: :ErrorCode: :SFTP(i) => match i {
// libssh2 D libssh2_sftp. h ICTERIN TV 5,

2 => libc: :ENQENT, // NO_SUCH_FILE

3 => libc::EACCES, // permission_denied
4 => libc::EIO, // failure

5 => libc::ENODEV, // bad message

6 => libc::ENXIO, // mo connection

7 => libc::ENETDOWN, // connection lost

8 => libc: :ENODEV, // unsported

9 => libc: :EBADF, // invalid handle

10 => libc::ENOENT, //no such path
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696
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12
13
14
15
16
17
18
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20
21

1,
};
Self (eno)

impl From<std::io:
fn from(value:
use std::i

let eno =

=> libc: :EEXIST, // file already exists
=> libc: :EACCES, // write protected

=> libc::ENXIO, // no media

=> libc: :ENOSPC, // no space on filesystem
=> libc: :EDQUOT, // quota exceeded

=> libc: :ENODEV, // unknown principal
=> libc::ENOLCK, // lock conflict

=> libc::ENOTEMPTY, // dir not empty

=> libc::ENOTDIR, // mot a directory

=> libc::ENAMETOOLONG, // invaltd file name
=> libc::ELOOP, // link loop

=> 0,

:Error> for Error {
std::io::Error) -> Self {

o::ErrorKind: :*;

match value.kind() {

NotFound => libc::ENOENT,

Permis

sionDenied => libc::EACCES,

ConnectionRefused => libc::ECONNREFUSED,

ConnectionReset => libc::ECONNRESET,

ConnectionAborted => libc::ECONNABORTED,

NotConnected => libc::ENOTCONN,

AddrInUse => libc::EADDRINUSE,

AddrNotAvailable => libc::EADDRNOTAVAIL,
BrokenPipe => libc::EPIPE,
AlreadyExists => libc::EEXIST,

WouldB
Invali

Invali

lock => libc::EWOULDBLOCK,
dInput => libc::EINVAL,
dData => libc::EILSEQ,

TimedOut => libc::ETIMEDOUT,

WriteZ

ero => libc::EIO,

Interrupted => libc::EINTR,

Unsupp
Unexpe
OutOfM
_=>0
3
Self (eno)

orted => libc::ENOTSUP,
ctedEof => libc::EQOF,
emory => libc::ENOMEM,

>
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#[cfg(test)]
mod inode_test {
use super::Inodes;

use std::path::Path;

#[test]
fn inode_add_test() {

let mut inodes =
assert_eq! (inodes
assert_eq! (inodes
assert_eq! (inodes
assert_eq! (inodes
assert_eq! (inodes
assert_eq! (inodes

assert_eq! (inodes

let mut inodes =
inodes.add(Path:
inodes.add(Path:
inodes.add(Path:
inodes.add(Path:

inodes

#[test]

let inodes = make_inodes();

Inodes: :new();

.add (Path:
.add (Path:
.add(Path:
.add (Path:
.add (Path:
.add (Path:
.add (Path:

fn make_inodes() -> Inodes {

:new("")), 1);
:new("test")), 2);
tmew("")), 1);
:new("test")), 2);
:new("test3")), 3);
:new("/test")), 4);
:new("test/")), 2);

Inodes: :new();

:new(nu));

fn inodes_get_inode_test() {

:new("test"));
:new("test2"));

:new("test3/"));

assert_eq! (inodes.get_inode(Path: :new("")), Some(1));

assert_eq! (inodes.get_inode(Path: :new("test4")), None);

assert_eq! (inodes.get_inode(Path: :new("/test")), None);

assert_eq! (inodes.get_inode(Path: :new("test3")), Some(4));

#[test]

let inodes = make_inodes();

assert_eq! (inodes
assert_eq! (inodes
assert_eq! (inodes

assert_eq! (inodes

fn inodes_get_path_test() {

.get_path(1), Some(Path::new("").into()));

.get_path(3), Some(Path::new("test2").into()));

.get_path(5), None);

.get_path(3), Some(Path::new("test2/").into()));
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#[test]

fn inodes_rename() {

let mut inodes = make_inodes();

let old = Path::new("test2");

let new = Path::new("new_test");
let ino = inodes.get_inode(old) .unwrap();
inodes.rename(old, new);

assert_eq! (inodes.get_path(ino), Some(new.into()));

let mut inodes = make_inodes();
let inodes2 = make_inodes();
inodes.rename(Path: :new("nai"), Path::new("kawattenai"));

assert_eq! (inodes.list, inodes2.list);
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