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1 XA a—)L main.rs

mod cmdline_opt;
mod fuse_util;
mod ssh_connect;

mod ssh_filesystem;

use anyhow::{Context, Result};

use clap::Parser;

use cmdline_opt: :0pt;

use daemonize: :Daemonize;

use fuse_util::{make_full_path, make_mount_option,
use ssh_connect::make_ssh_session;

//use log::debug;

fn main() -> Result<()> {
env_logger::init();

let opt = Opt::parse();

let ssh = make_ssh_session(&opt).context("Failed to generate ssh session.")7;

let path = make_remote_path(&opt, &ssh).context("Failed to generate remote path.")7;

let options = make_mount_option(&opt);

make_remote_path};

let mount_point = make_full_path(&opt.mount_point)?;

/) Tae 207 —E 1k
if opt.daemon {

let daemonize = Daemonize::new();

if let Err(e) = daemonize.start() {

eprintln! ("daemonization filed. (error:

}
/) T 7 AN AT LDV hFELT

{HOr, e);

let fs = ssh_filesystem::Sshfs::new(ssh, &path)?;

fuser::mount2(fs, mount_point, &options).context("Failed to mount FUSE.

0k(O)

"7



2 OAXYVEREZA AT 3 >DESE cmdline_opt.rs

1 use anyhow::{anyhow, Context};
2 use clap::Parser;

3 use std::path::PathBuf;

s /// ARV ERIA VAT ay
¢ #[derive(Parser)]
7 #[command (author, wversion, about)]

s pub struct Opt {

9 /// Distination [user@lhost: [path]
10 pub remote: RemoteName,

1 /// Path to mount

12 #[arg(value_parser = exist_dir)]
13 pub mount_point: String,

14 /// Path to config file

15 #[arg(short = 'F', long)]

16 pub config file: Option<PathBuf>,
17 /// Login name

18 #[arg(short, long)]

19 pub login_name: Option<String>,

20 /// File name of secret key file
21 #[arg(short, long)]

22 pub identity: Option<PathBuf>,

23 /// Port mo

24 #[arg(short, long, default_value_t = 22)]
25 pub port: ul6,

26 /// Read only

27 #[arg(short, long)]

28 pub readonly: bool,

29 /// Not ezecutable

30 #[arg(long)]

31 pub no_exec: bool,

32 /// Do not change access date and time(atime)
33 #[arg(long)]

34 pub no_atime: bool,

35 /// run in daemon mode

36 #[arg(short, long)]

37 pub daemon: bool,

38 }

w S TEEENTT 4L PUDBEEL, FIZT 7 A DRV & R ERT 5,
41 fn exist_dir(s: &str) -> anyhow::Result<String> {
42 match std::fs::read_dir(s) {

43 Ok(mut dir) => match dir.mext() {
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None => Ok(s.to_string()),
Some(_) => Err(anyhow! ("Mount destination directory is not empty.")),
3,
Err(e) => match e.kind() {
std::io::ErrorKind: :NotFound => Err(anyhow! ("The mount directory does not exist.")),
std::io::ErrorKind: :NotConnected => Err(anyhow! (
"The network of the mount directory is disconnected. (Did you forget to umount?)."
),

_ => Err(e).context ("Unexpected error.(check mount directory)"),

/) ARV E T A DERSEAR R M ER
#[derive(Clone, Debug, PartialEq)]
pub struct RemoteName {
/) L—=F =%
pub user: Option<String>,
/)RR ERE IPT LR
pub host: String,
/77 FERESE SR
pub path: Option<std::path::PathBuf>,

impl std::fmt::Display for RemoteName {
fn fmt(&self, f: &mut std::fmt::Formatter<' >) -> std::fmt::Result {
let s = format! ("<{:7}><{:7}><{:7}>", &self.user, &self.host, &self.path);
s.fmt (£)

impl std::str::FromStr for RemoteName {
type Err = ErrorRemoteName;
fn from_str(s: &str) -> Result<Self, Self::Err> {
let mut rest_str = s;
let user = match rest_str.split_once('@') {
Some((u, r)) => {
rest_str = r;
if l'u.trim() .is_empty () {
Some (u.trim() .to_string())
} else {

None
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let (host, path) = match rest_str.split_once(':') {
Some ((h, p)) => (
if 'h.trim() .is_empty () {
h.trim() .to_string()
} else {
return Err(ErrorRemoteName) ;
},
if !p.trim().is_empty() {
Some (std: :path: :PathBuf: :from(p.trim() .to_string()))
} else {
None
},
),
None => return Err(ErrorRemoteName),
3
Ok(Self { user, host, path 1})

#[ derive(thiserror: :Error, Debug, PartialEq, Eq)]
#[error("The format of the host to connect to is \"[user@]host: [path]\".")J

pub struct ErrorRemoteName;

#[cfg(test)]
mod test {
use super::xk;
#[test]
fn verify_cli() {
use clap::CommandFactory;

Opt: :command () .debug_assert ()

#[test]
fn test_from_str_remotename() {
use std::path::Path;
let s = "mito@reterminal.local:/home/mito";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {
user: Some("mito".to_string()),
host: "reterminal.local".to_string(),
path: Some(Path::new("/home/mito").into()),
};

assert_eq! (r, k);

let s = "mito@reterminal.local:/home/mito/";

let r: RemoteName = s.parse().unwrap();
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let k = RemoteName {
user: Some("mito".to_string()),

host: "reterminal.local".to_string(),

path: Some(Path::new("/home/mito").into()),

};

assert_eq! (r, k);

let s = "reterminal.local:";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {
user: None,
host: "reterminal.local".to_string(),
path: None,
};
assert_eq! (r, k);
let s = " mito Q@reterminal.local: ";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {
user: Some("mito".to_string()),
host: "reterminal.local".to_string(),
path: None,
};

assert_eq! (r, k);

let s = "reterminal.local";
let r: Result<RemoteName, ErrorRemoteName>

assert_eq! (r, Err(ErrorRemoteName));

let s = "mito@reterminal.local";
let r: Result<RemoteName, ErrorRemoteName>

assert_eq! (r, Err(ErrorRemoteName));

let s = " mito @: ";
let r: Result<RemoteName, ErrorRemoteName>

assert_eq! (r, Err(ErrorRemoteName));

s.parse();

s.parse();

s.parse();
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};

ssh2 OJ 1 VAIEE Y 21 —)L ssh_connect.rs
ssh i BHEEEY 2 — 1

crate::cmdline_opt: :0pt;
anyhow: : {anyhow, Context, Result};
dialoguer: :Password;

dns_lookup: :lookup_host;

log: :{debug, error};
ssh2::Session;

ssh2_config: :{HostParams, ParseRule, SshConfig};
std: :{

fs::File,

io: :BufReader,

net::TcpStream,

path::{Path, PathBuf},

str,

/ey a v RERT S,

pub

fn make_ssh_session(opt: &0pt) -> Result<Session> {
let host_params = get_ssh_config(&opt.config file).query(&opt.remote.host) ;
let address = get_address(opt, &host_params).context("Failed to get host address")7;
let username = get_username(opt, &host_params).context("Failed to get user name.")7;
debug! (
"[main] FERCEIEER-> T—F—:\"{}\", ip address:{:7}",
&username, &address
)5
let identity_file = get_identity_file(opt, &host_params)?;

let ssh = connect_ssh(address).context("The ssh connection failed.")?7;
userauth(&ssh, &username, &identity_file).context("User authentication failed.")?;

Ok (ssh)

/) RAND ip 7 R L Af#R
fn get_address(opt: &0Opt, host_params: &HostParams) -> Result<std::net::SocketAddr> {

let dns = host_params.host_name.as_deref () .unwrap_or (&opt.remote.host);
let addr = lookup_host(dns)
.inspect_err(|le| error!("get_address : Failed lookup_host[{}]", e))
.context("Cannot find host to connect to.")?
.collect::<Vec< >>();
let addr = addr
first()
.ok_or (anyhow! ("Unable to obtain DNS address."))
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.inspect_err(|e| error!("get_address : {}", e))7;

Ok(std: :net::SocketAddr: :from((*addr, opt.port)))

/// ssh-config DT & ffAT
/77 7 7 ANVEDPTEE SN TORWEGEL "~/ . ssh/config" % HH
/// config 7 7 ANDIT =R T 7 A NHBIRWGE, 77 4L MEZIRT,
fn get_ssh_config(file_opt: &Option<PathBuf>) -> SshConfig {
get_config file(file_opt)
.map (BufReader: :new)
.map_or(SshConfig: :default(), |mut f| {
SshConfig: :default()
.parse(&mut f, ParseRule::ALLOW_UNKNOWN_FIELDS)
.unwrap_or_else(le| {
eprintln! ("&E& :config 7 7 A VAT T — —- {e}");
SshConfig: :default()
b
b

/// ssh_config 7 7 ANDHIUX, A—T>F 5,
/77 7 7 ANGDITEDTRIT UL, $Home/. ssh/config ZRET b,
fn get_config_file(file_name: &Option<PathBuf>) -> Option<std::fs::File> {
let file_name = file_name.clone().or_else(|| {
home: :home_dir() .map(|p| {
let mut p = p;
p.push(".ssh/config");
p
b
b

file_name.and_then(|p| File::open(p).ok())

s/ ar A4 v REEL. BUST 5,
/77 A g A CBIREDBRIEME. 1. -u5IEEEE, 2.remote 518, 3.ssh_configfaiE, 4. EDOL—H—%
fn get_username(opt: &0pt, params: &HostParams) -> Result<String> {
if let Some(n) = &opt.login_name {
Ok(n.clone())
} else if let Some(n)
Ok(n.clone())

&opt.remote.user {

} else if let Some(n) = &params.user {
Ok(n.clone())
} else if let Some(n)

users::get_current_username() {
n.to_str()

.map(|s| s.to_string())
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.ok_or(anyhow! ("Invalid login user name. -- {n:7}"))
} else {

Err(anyhow! ("Could not obtain user name."))

/1 WX =T 7 ANVDRRAERUST 5
fn get_identity_file(opt: &0Opt, host_params: &HostParams) -> Result<Option<PathBuf>> {
if let Some(n) = &opt.identity {
std::fs::File::open(n).with_context (|| {
format! (

"Unable to access the secret key file specified by the \"-i\" option. [{:7}]",

&n
)
P
Ok (Some(n.clone()))
} else {

let name = host_params.identity_file.as_ref().map(lpl pl[0].clone());
if let Some(ref n) = name {
std::fs::File::open(n).with_context (|| {
format! (
"Unnable to access the secret file specified by the ssh-config. [{:7}]",
&n

Py

Ok (name)

/77 VE— LD sshITHMEL, Ly > a Y 2ERT 5,

fn connect_ssh<A: std::net::ToSocketAddrs>(address: A) -> Result<Session> {
let tcp = TcpStream::connect(address).context("Failed to connect to TCP/IP.")7;
let mut ssh = Session::new().context("Failed to connect to ssh.")?;
ssh.set_tcp_stream(tcp);
ssh.handshake() .context("Failed to hanshake ssh.")?7;
Ok (ssh)

/// sshibil %z FEiT %,
fn userauth(sess: &Session, username: &str, identity: &Option<PathBuf>) -> Result<()> {
if user_auth_agent(sess, username).is_ok() {
return 0k(());
}
if let Some(f) = identity {

if user_auth_identity(sess, username, f).is_ok() {



136 return 0k(());

137 }

138 }

139 user_auth_password(sess, username)

140 .map_err(|_| anyhow! ("All user authentication methods failed."))
141 }

142
143 /// a,gent %ﬁ%ﬁ

144 fn user_auth_agent(sess: &Session, username: &str) -> Result<(), ssh2::Error> {

145 let ret = sess.userauth_agent (username);
146 if let Err(e) = &ret {

147 debug! ("FRAFRI (agent)->{:7}", e);
148 };

149 ret

150 }

2 /) (L\\F?lﬂ:\:_%ggﬁ

153 fn user_auth_identity(sess: &Session, username: &str, key_file: &Path) -> Result<(), String> {

1

1%

154 let mut ret = sess.userauth_pubkey_file(username, None, key_file, None) ;
155 if ret.is_ok() {

156 return 0k(());

157 }

158 if let ssh2::ErrorCode::Session(-16) = ret.as_ref().unwrap_err().code() {
159 // error_code -16 ->

160 // LIBSSH2_ERROR_FILE:PUBLIC_KEY DHUSHKI, £, MEFXF—D A 7L —X
161 for _i in 0..3 {

162 let password = Password::new()

163 .with_prompt ("Enter the passphrase for the secret key.")

164 .allow_empty_password(true)

165 .interact ()

166 .map_err(le| e.to_string())7;

167 ret = sess.userauth_pubkey_file(username, None, key_file, Some(&password));
168 if ret.is_ok() {

160 return 0k(Q));

170 }

171 eprintln! ("The passphrase is different.");

172 }

173 }

174 debug! ("FRAERHL (pubkey)->{:7}", ret.as_ref().unwrap_err());

175 Err ("5 F —FRAERI" . to_string ()

176}

177

178 /// XA — ]\%T;’EE

179 fn user_auth_password(sess: %Session, username: &str) -> Result<(), String> {
180 for _i in 0..3 {

181 let password = Password::new()

10



.with_prompt ("Enter your login password.")
.allow_empty_password(true)
.interact ()
.map_err(le| e.to_string())7;
let ret = sess.userauth_password(username, &password);
if ret.is_ok() {
return 0k(());
}
let ssh2::ErrorCode::Session(-18) = ret.as_ref () .unwrap_err().code() else {
break;
3
// ssh2T7—a—FK -18 ->
// LIBSSH2_ERROR_AUTHENTICATION FAILED: XA 7 — F2ESATL & 5,
eprintln! ("The password is different.");
debug! ("FUAFAHL (password)->{:7}", ret.unwrap_err());
}
Err (" SA 7 — FEHRERL"  to_string())

11
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Z
pub

zé

pub fn make_remote_path(opt: &0Opt, session: &Session) -> Result<PathBuf> {

FUSE A 72 a VEMTED 22— fuse_util.rs

FUSERT X —ZRMHR 2—F74 V74

crate::cmdline_opt: :0pt;
anyhow: : {ensure, Context, Result};
ssh2::Session;
std::env::current_dir;

std::{

io::Read,

path::{Path, PathBuf},

str,

XTI RA Y FDIIRRAELERT B

fn make_full_path<P: AsRef<Path>>(path: P) -> Result<PathBuf> {

if path.as_ref().is_absolute() {
Ok (path.as_ref () .to_path_buf())
} else {

let mut full_path = current_dir().context("cannot access current directory.")?;

full_path.push(path);
Ok (full_path)

U E— MEHIED path DERK

/) RADERR

const MSG_ERRORHOME: &str = "Fail to generate path name.";

let mut path = match opt.remote.path {

Some (ref p) => {
if p.is_absolute() {
p.clone()
} else {

let mut h = get_home_on_remote(session).context (MSG_ERRORHOME)7;

h.push(p);
h

3

None => get_home_on_remote(session).context(MSG_ERRORHOME) 7,

}
/7 ERU TR AIPFEAET B 2 8T %
let sftp = session

.sftp()

.context ("Connection to SFTP failed when checking for existence of a path.")7;

12
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/77
pub

let file_stat = sftp
.stat (&path)
.with_context(|| format! ("Cannot find path to connect to. path={:7}", &path))?;
ensure! (
file_stat.is_dir(),
"The path to connect to is not a directory."
)5
/) ERUTeRABS YRy 7V 7D FE, VY IR BEIRT 5
let file_stat = sftp
.1stat (&path)
.context("Failed to obtain the attributes of the destination directory.")?;
if file_stat.file_type().is_symlink() {
path = sftp
.readlink(&path)
.context("Failed to resolve symbolic link to connect to.")7;
if !path.is_absolute() {
let tmp = path;
path = get_home_on_remote(session)
.context("Failed to complete the symbolic link to connect to.")?;
path.push(tmp) ;
};
};

Ok (path)

FUSE D¥Efitli A 7> a Y 24 KT %
fn make_mount_option(cmd_opt: &0Opt) -> Vec<fuser::MountOption> {

use fuser::MountOption;

let mut options = vec![MountOption::FSName("sshfs".to_string())];
options.push(MountOption: :NoDev) ;
options.push(MountOption: :DirSync) ;
options.push(MountOption: :Sync);
match cmd_opt.readonly {
true => options.push(MountOption::R0),
false => options.push(MountOption::RW),
}
match cmd_opt.no_exec {
true => options.push(MountOption: :NoExec),
false => options.push(MountOption: :Exec),
}
match cmd_opt.no_atime {
true => options.push(MountOption::NoAtime),

false => options.push(MountOption: :Atime),

13
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/// sshARREDHL Y b T4 L7 Y REIFT %
fn get_home_on_remote(session: &Session) -> Result<PathBuf> {
let mut channel = session

.channel_session()

.context ("Fail to build ssh channel.")?;
channel

.exec("pwd")

.context("Fail to execute \"pwd\" command.")?;
let mut buf = Vec::<u8>::new();
channel

.read_to_end (&mut buf)

.context("Fail to get response for \"pwd\" command.")?;
channel.close() .context("Fail to close ssh channel.")7?;
str::from_utf8(&buf)

.context ("The pwd result contains non-utf8 characters.")?

.trim()

.parse: :<PathBuf>()

.context("Fail to build path name.")

14
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/177
pub

Z27A1IN AT LEY 32—l ssh_filesystem.rs

bi_hash_map;
file_handle;

inode;

file_handle: :Fhandles;

inode: :Inodes;

anyhow: :Context;

fuser::{FileAttr, Filesystem, ReplyAttr, ReplyData, ReplyDirectory, ReplyEntry, Request};

libc: :ENOENT;

log: :{debug, error, warn};

ssh2: :{ErrorCode, OpenFlags, OpenType, Session, Sftp};
std::{

ffi::0sStr,

io::{Read, Seek, SeekFrom, Writel},

path::{Path, PathBuf},

time::{Duration, SystemTime, UNIX_EPOCH},

FUSE 7 7 A )V AT L5E%E
struct Sshfs {

_session: Session,

sftp: Sftp,

inodes: Inodes,

fhandls: Fhandles,
_top_path: PathBuf,

impl Sshfs {

pub fn new<P: AsRef<Path>>(session: Session, path: P) -> anyhow::Result<Self> {

let mut inodes = Inodes::new();
let top_path: PathBuf = path.as_ref().into();
inodes.add (&top_path);
let sftp = session
.sftp(O
.inspect_err(|_| {
error! ("Failed to create sftp from session.");
b
.context("Failed to create sftp from session. (Sshfs
debug! (
"[Sshfs::new] connect path: <{:7}>, inodes=<{:7}>",
&top_path, &inodes
)5

15
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Ok (Self
_ses

sftp

{

sion: session,

B

inodes,

fhandls: Fhandles::new(),

_top_path: top_path,

b

/) ssh2 BT 7 7 A NVDRAT—RAZEGET 3,
/77 BIWER : BUSICHIN U72358. inodes I XA BERT 5,

fn getattr_from_ssh2(&mut self, path: &Path, uid: u32, gid: u32) -> Result<FileAttr, Error> {

let attr_ssh2 = self.sftp.lstat(path)?;

let kind = Self::conv_file_kind_ssh2fuser(&attr_ssh2.file_type())7;

let ino
Ok (FileA

ino,

= self.inodes.add(path);

ttr {

size: attr_ssh2.size.unwrap_or(0),

blocks: attr_ssh2.size.unwrap_or(0) / 512 + 1,

atime: UNIX_EPOCH + Duration
mtime: UNIX_EPOCH + Duration
ctime: UNIX_EPOCH + Duration

crtime: UNIX_EPOCH,

kind

B

perm: attr_ssh2.perm.unwrap_or(0o666) as ul6,

nlink: 1,

uid,

gid,

rdev

blks

flag
b

fn conv_file_kind_ssh2fuser(filetype: &ssh2::FileType) -> Result<fuser::FileType, Error> {

match fi

ssh2:
ssh2:
ssh2:
ssh2:
ssh2:
ssh2:
ssh2:
ssh2:

: 0,
ize: 512,
s: O,

letype {

:FileType:
:FileType:
:FileType:
:FileType:
:FileType:
:FileType:
:FileType:
:FileType:

:NamedPipe => Ok(fuser::FileType: :NamedPipe),
:CharDevice => Ok(fuser::FileType: :CharDevice),
:BlockDevice => Ok(fuser::FileType: :BlockDevice),
:Directory => Ok(fuser::FileType::Directory),
:RegularFile => Ok(fuser::FileType: :RegularFile),
:Symlink => Ok(fuser::FileType: :Symlink),

:Socket => Ok(fuser::FileType::Socket),

:0ther(_) => Err(Error(libc::EBADF)),
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fn conv_timeornow2systemtime(time: &fuser::TimeOrNow) -> SystemTime {

match time {

fuser::TimeOrNow: :SpecificTime(t) => *t,

fuser: :TimeOrNow: :Now => SystemTime: :now(),

impl Filesystem for Sshfs {

fn lookup(&mut self, req: &Request, parent: u64, name: &0sStr, reply: ReplyEntry) {
debug! (" [lookup] start: parent={}, name={:7}", parent, name);
let Some(mut path) = self.inodes.get_path(parent) else {
debug! (" [lookup] 7 4 L7 b1 DMRIZKI inode={}", parent);

reply.error (ENOENT) ;
return;

I

path.push(Path: :new(name)) ;

match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {

Ok(attr) => reply.entry(&Duration::from_secs(1l), &attr, 0),

Err(e) => {

reply.error(e.0);

fn getattr(&mut self, req: &Request, ino: u64, _fh: Option<u64>, reply: ReplyAttr) {

debug! (" [getattr] start: ino={}", ino);

let Some(path) = self.inodes.get_path(ino) else {
debug! (" [getattr] path HUfFKHL: inode={}", ino);

reply.error (ENOENT) ;
return;

};

match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {

Ok(attr) => {

//debug! ("[getattr]retrun attr:

reply.attr(&Duration: :from_secs(1), &attr);

}

Err(e) => {
warn! ("[getattr] getattr_from_ssh2 T7 —:
reply.error(e.0)

}

fn readdir(

{:2}", &attr);

17
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175

176

177

179

180

181

) o

&mut self,

_req: &Request,

ino: u64,
_fh: u64,
offset: i64,

mut reply: ReplyDirectory,

debug! (" [readdir] start: ino={}, offset={}", ino, offset);

let Some(path) = self.inodes.get_path(ino) else {

reply.error(libc: :ENOENT) ;
return;

s

match self.sftp.readdir(&path) {
Ok (mut dir) => {

let cur_file_attr = ssh2::FileStat {

size: None,

uid: None,

gid: None,

perm: Some(libc::S_IFDIR),
atime: None,

mtime: None,

Y; /o DRRH . attr T4 L7 MU THBIEDAERT,

dir.insert (0, (Path::new("..").into(), cur_file_attr.clone()));

dir.insert(0, (Path::new(".").into(), cur_file_attr));

let mut i = offset + 1;

for f in dir.iter().skip(offset as usize) {

let ino = if f.0 == Path::new("..")

1
} else {
self.inodes.add(&f.0)
};

let name = match f.0.file name() {

Some(n) => n,

None => f.0.as_os_str(),
};
let filetype

af.1.file_type();

£f.0 == Path::new(".") {

let filetype = match Self::conv_file_kind_ssh2fuser(filetype) {

0k(t) => t,
Err(e) => {

warn! (

"[readdir] 7 7 £ V&R A TN EI: inode={}, name={:7}",

ino, name
)3
reply.error(e.0);

return;
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209

210

211

214

215

216

217

};

if reply.add(ino, i, filetype, name) {

warn! (" [readdir]ssh2: :readdir W T 7 —54-- {:7}", e);

break;
}
i+=1;
¥
reply.ok();
¥
Err(e) => {
reply.error (Error::from(e).0);
3

fn readlink(&mut self, _req: &Request<'_>, ino: u64, reply: ReplyData) {

debug! (" [readlink] start: ino={}", ino);

let Some(path) = self.inodes.get_path(ino) else {
error! ("[readlink] 7 4 L7 bV OMFEIZEH {ino}");

reply.error(libc: :ENOENT) ;

reply.data(p.as_os_str().to_string lossy().as_bytes());

//debug! ("[readlink] ssh2::readlink error => {e:2}");

return;
}
match self.sftp.readlink(&path) {
Ok(p) => {
//debug! ("[readlink] ret_path => {:2}", &p);
}
Err(e) => {
reply.error(Error: :from(e).0);
}
}

fn open(&mut self, _req: &Request<'_>, ino: u64, flags: i32, reply:
debug! (" [open] start: ino={}, flags={:x}", ino, flags);

let Some(file_name) = self.inodes.get_path(ino) else {

reply.error(libc: :ENOENT) ;
return;

};

let mut flags_ssh2 = OpenFlags::empty();

if flags & libc::0_WRONLY != 0 {
flags_ssh2.insert(OpenFlags: :WRITE) ;

} else if flags & 1libc::0_RDWR '= 0 {
flags_ssh2.insert (OpenFlags: :READ);

19
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229
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234
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237

238

239

240
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244

245

246

260

261

262

263

265

266

267

268

269

271

272

273

flags_ssh2.insert(OpenFlags: :WRITE);

} else {
flags_ssh2.insert(OpenFlags: :READ) ;

¥

if flags & libc::0_APPEND != 0 {
flags_ssh2.insert(OpenFlags: : APPEND) ;

}

if flags & libc::0_CREAT != 0 {
flags_ssh2.insert (OpenFlags: :CREATE) ;

¥

if flags & libc::0_TRUNC != 0 {

flags_ssh2.insert (OpenFlags: : TRUNCATE) ;

}
if flags & libc::0_EXCL != 0 {

flags_ssh2.insert (OpenFlags: :EXCLUSIVE) ;

debug! (

"[open] filename='{:7}', openflag = {:7}, Dbit

&file_name,
&flags_ssh2,
flags_ssh2.bits()
)3
match self

.sftp

.open_mode(&file_name, flags_ssh2, 00777, ssh2::0penType::File)

Ok(file) => {

let fh = self.fhandls.add_file(file);

reply.opened(fh, flags as u32);
}
Err(e) => {

log::error!(

"file-open error: filename='{:7}'

&file_name,
&flags_ssh2,
&e

)3

reply.error(Error: :from(e).0);

fn release(
&mut self,

_req: &Request<'_>,

20
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) o

_ino: u64,

fh: u64,

_flags: 132,

_lock_owner: Option<u64>,
_flush: bool,

reply: fuser::ReplyEmpty,

debug! ("[release] start: fh={}", fh);
self.fhandls.del_file(fh);
reply.ok();

fn read(

) 1

&mut self,

_req: &Request,

_ino: u64,

fh: u64,

offset: i64,

size: u32,

_flags: 132,

_lock_owner: Option<u64>,

reply: ReplyData,

debug! (" [read] start: fh={}, offset={}, size={}", fh, offset, size);
let Some(file_mutex) = self.fhandls.get_file(fh) else {
reply.error(libc: :EBADF) ;
return;
}
let mut file = file_mutex.lock().unwrap();
// FER: 207 =2 DI T®H % Fhandles EERND T — ZIZHELDLDH 2 L WVWD Z I,
/) VAT ARBOMD T 7 AN FADIELEDHIAETER NI L ZEKRT 5,
/)7 7 ANBMERRZ B Z 2 XD, YRTLEREEL T BIELWERE Bbhd,
// XoT, lock().unwrap () &5 %, write() BAEMIZIBWT B AL,

if let Err(e) = file.seek(std::io::SeekFrom::Start(offset as u64)) {
reply.error(Error: :from(e).0);
return;

}

let mut buff = vec![0; size as usize];

let mut read_size: usize = 0;

while read_size < size as usize {

match file.read(&mut buff[read_size..]) {

Ok(s) => {
if s == 0 {
break;
};
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353

354

357

358

359

360

361

363

364

365

read_size += s;

X

Err(e) => {
reply.error(Error: :from(e).0);
return;

X

3

buff.resize(read_size, 0Ou8);

reply.data(&buff);

fn write(

) o

&mut self,

_req: &Request<'_>,

_ino: u64,

fh: u6é4,

offset: i64,

data: &[u8],
_write_flags: u32,
_flags: i32,

_lock_owner: Option<u64>,

reply: fuser::ReplyWrite,

debug! (

"[write] start: fh={}, offset={}, size={}",

fh,
offset,
data.len()

let Some(file_mutex) = self.fhandls.get_file(fh) else

reply.error(libc: :EBADF) ;
return;

};

let file = &mut file_mutex.lock() .unwrapQ);

if let Err(e) = file.seek(std::io::SeekFrom

reply.error(Error: :from(e).0);
return;
¥
let mut buf = data;
while !buf.is_empty() {
let cnt = match file.write(buf) {
Ok(cnt) => cnt,
Err(e) => {

reply.error(Error: :from(e).0);

22
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366 return;

367 }

368 35

369 buf = &buf[cnt..];

370 }

371 reply.written(data.len() as u32);

372 }

373

374 fn lseek(

375 &mut self,

376 _req: &Request<'_>,

377 _ino: u64,

378 fh: u64,

379 offset: i64,

380 whence: i32,

381 reply: fuser::ReplyLseek,

382 ) {

383 debug! (

384 "[lseek] start: fh={}, offset={}, whence={}",
385 fh, offset, whence

386 )3

387 let seek_from = match whence {

388 libc::SEEK_SET => {

389 if offset >= 0 {

390 SeekFrom: :Start (offset as u64)
391 } else {

392 reply.error(libc: :EINVAL);

393 return;

394 }

395 }

396 libc: :SEEK_CUR => SeekFrom::Current (offset),
307 libc: :SEEK_END => SeekFrom: :End(offset),
398 _=>{

399 reply.error(libc: :EINVAL);

400 return;

101 }

102 }

403 let Some(file_mutex) = self.fhandls.get_file(fh) else {
404 reply.error(libc: :EBADF) ;

405 return;

106 };

407 let file = &mut file_mutex.lock() .unwrap();
108 let pos = match file.seek(seek_from) {

109 Ok(p) => p,

410 Err(e) => {

411 reply.error(Error: :from(e).0);
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440

441

442
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451

452

return;

3
reply.offset(pos as i64);

fn mknod(

) o

&mut self,

req: &Request<'_>,
parent: u64,

name: &0sStr,
mode: u32,

umask: u32,

_rdev: u32,

reply: ReplyEntry,

debug! (

"[mknod] start: parent={}, name={:7}, mode={:o0}, umask={:o}",

parent, name, mode, umask

)

if mode & libc::S_IFMT !'= libc::S_IFREG {

reply.error(libc: :EPERM);
return;

}

let mode = mode & ('umask | libc::S_IFMT);

let Some(mut new_name) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;
return;

s

new_name . push (name) ;

if let Err(e) =
self.sftp

.open_mode (&new_name, OpenFlags::CREATE, mode as i32, OpenType::File)

reply.error(Error: :from(e).0);

return;

}

let new_attr = match self.getattr_from_ssh2(&new_name, req.uid(), req.gid()) {

Ok(a) => a,
Err(e) => {
reply.error(e.0);

return;

};

reply.entry(&Duration: :from_secs(l), &new_attr, 0);
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fn unlink(&mut self, _req: &Request<'_>, parent: u64, name: &0sStr, reply: fuser::ReplyEmpty) {

debug! (" [unlink] start: parent={}, name={:7}", parent, name);
let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;

return;
};
path.push(name) ;
match self.sftp.unlink(&path) {

k() => {

self.inodes.del_inode_with_path(&path) ;

reply.ok();
}
Err(e) => reply.error(Error::from(e).0),
}
}
fn mkdir(
&mut self,
req: &Request<'_>,
parent: u64,
name: &0sStr,
mode: u32,
umask: u32,
reply: ReplyEntry,
) {
debug! (
"[mkdir] start: parent={}, name={:7}, mode={:0}, umask={:o0}",
parent, name, mode, umask
)3
let Some(mut path) = self.inodes.get_path(parent) else {
reply.error(libc: :ENOENT) ;
return;
};
path.push(name) ;
let mode = (mode & ('umask) & 00777) as i32;
match self.sftp.mkdir(&path, mode) {
0k(_) => match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {
Ok(attr) => reply.entry(&Duration::from_secs(1l), &attr, 0),
Err(e) => reply.error(e.0),
},
Err(e) => reply.error(Error::from(e).0),
}
}
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fn rmdir(&mut self, _req: &Request<'_>, parent: u64, name: &0sStr, reply: fuser::ReplyEmpty) {

debug! (" [rmdir] start: parent={}, name={:7}", parent, name);
let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;

return;
3
path.push(name) ;
match self.sftp.rmdir(&path) {

0k(_) => {

self.inodes.del_inode_with_path(&path) ;

reply.ok()
}
Err(e) => {
if e.code() == ErrorCode::Session(-31) {
// ssh2 7 A4 77 VDRSS —hh, EIRL THL,
reply.error(libc: :ENOTEMPTY) ;
} else {
reply.error(Error: :from(e).0)
}
X
}
}
fn symlink(
&mut self,

req: &Request<'_>,
parent: u64,
name: &0sStr,
link: &Path,
reply: ReplyEntry,
) {
debug! (
"[symlink] start: parent={}, name={:7}, link={:7}",
parent, name, link
)3
let Some(mut target) = self.inodes.get_path(parent) else {
reply.error(libc: :ENOENT) ;
return;
s
target.push(name) ;
match self.sftp.symlink(link, &target) {
0k(_) => match self.getattr_from_ssh2(&target, req.uid(), req.gid()) {
Ok(attr) => reply.entry(&Duration::from_secs(1l), &attr, 0),
Err(e) => reply.error(e.0),

3,
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566

567

568

582
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584

585

Err(e) => reply.error(Error::from(e).0),

fn setattr(
&mut self,
req: &Request<'_>,
ino: u64,
mode: Option<u32>,
_uid: Option<u32>,
_gid: Option<u32>,
size: Option<u64>,
atime: Option<fuser::TimeOrNow>,
mtime: Option<fuser::TimeOrNow>,
_ctime: Option<std::time::SystemTime>,
_fh: Option<u64>,
_crtime: Option<std::time::SystemTime>,
_chgtime: Option<std::time::SystemTime>,
_bkuptime: Option<std::time::SystemTime>,
_flags: Option<u32>,
reply: ReplyAttr,

) 1
debug! (

"[setattr] start: ino={}, mode={:7}, size={:7}, atime={:7}, mtime={:7}",

ino, mode, size, atime, mtime

let stat = ssh2::FileStat {
size,
uid: None,
gid: None,
perm: mode,
atime: atime.map(|t| {
Self::conv_timeornow2systemtime (&t)
.duration_since (UNIX_EPOCH)
.unwrap_or_default ()
.as_secs()
b,
mtime: mtime.map(|t| {
Self::conv_timeornow2systemtime (&t)
.duration_since (UNIX_EPQOCH)
.unwrap_or_default ()
.as_secs()

b,

let Some(filename) = self.inodes.get_path(ino) else {

reply.error (ENOENT) ;
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641

return;

I
match self.sftp.setstat(&filename, stat) {
Ok(_) => {
let stat = self.getattr_from_ssh2(&filename, req.uid(), req.gid());
match stat {
Ok(s) => reply.attr(&Duration::from_secs(l), &s),
Err(e) => reply.error(e.0),
}
}
Err(e) => reply.error(Error::from(e).0),
}

fn rename (

) o

&mut self,

_req: &Request<'_>,
parent: u64,

name: &0sStr,

newparent: u64,

newname: &0sStr,

flags: u32,

reply: fuser::ReplyEmpty,

debug! (
"[rename] start: parent={}, name={:7}, newparent={}, newname={:7}, flags={}",
parent, name, newparent, newname, flags
)3
let Some(mut old_path) = self.inodes.get_path(parent) else {
reply.error(libc: :ENOENT) ;
return;
3
0ld_path.push(name) ;

let Some(mut new_path) = self.inodes.get_path(newparent) else {
reply.error(libc: :ENOENT) ;
return;

s

new_path.push(newname) ;

let mut rename_flag = ssh2::RenameFlags::NATIVE;
if flags & libc::RENAME_EXCHANGE != 0 {
rename_flag.insert(ssh2: :RenameFlags: :ATOMIC) ;
}
if flags & libc::RENAME_NOREPLACE == 0 {
// rename D OVERWRITE H3FNNT7a\, FEITIHT,
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666

668

struct Error(i32);

if let Ok(stat)

reply.error(Error: :from(e).0);

= self.sftp.lstat(&new_path) {
if stat.is_dir() {
if let Err(e) =

return;

return;

reply.ok();

} else if let Err(e)

reply.error(Error: :from(e).0);

self.inodes.del_inode_with_path(&new_path) ;

match self.sftp.rename(&old_path, &new_path, Some(rename_flag)) {
Ok(_) => {

self.inodes.rename(&old_path, &new_path);

Err(e) => reply.error(Error::from(e).0),

#[derive (Debug, Clone, Copy)]

self.sftp.rmdir(&new_path) {

self.sftp.unlink(&new_path) {

impl From<ssh2::Error> for Error {
fn from(value: ssh2::Error) -> Self {
let eno = match value.code() {
ssh2: :ErrorCode: :Session(_) => libc::ENXIO,
ssh2: :ErrorCode: :SFTP(i) => match i {
// libssh2 D libssh2_sftp.h ICTERINT W5,

2 => libc::ENQENT, // NO_SUCH_FILE

3 => libc::EACCES, // permission_denied

4 => libc::EIO, // failure

5 => libc::ENODEV, // bad message

6 => libc::ENXIO, // mo connection

7 => libc::ENETDOWN, // connection lost

8 => libc::ENODEV, // unsported

9 => libc::EBADF, // invalid handle

10 => 1libc::ENOENT, //no such path

11 => 1libc::EEXIST, // file already ezists
12 => 1ibc::EACCES, // write protected

13 => libc::ENXIO, // mo media

14 => 1ibc::ENOSPC, // mo space on filesystem
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15 => libc::EDQUOT, // quota exceeded

16 => 1libc::ENODEV, // unknown principal
17 => libc::ENOLCK, // lock conflict
18 => 1ibc: :ENOTEMPTY, // dir not empty
19 => libc::ENOTDIR, // nmot a directory
20 => libc::ENAMETOOLONG, // invalid file name
21 => libc::ELOOP, // link loop
_=>A
error! ("An unknown error occurred during SSH2.[{}]", 1i);
libc::EIO
}
},

Self (eno)

impl From<std::io::Error> for Error {

fn from(value:

use std::io

std::io::Error) -> Self {

::ErrorKind: :*;

let eno = match value.kind() {

NotFound => libc::ENOENT,
PermissionDenied => libc::EACCES,
ConnectionRefused => libc::ECONNREFUSED,
ConnectionReset => libc::ECONNRESET,
ConnectionAborted => libc::ECONNABORTED,
NotConnected => libc: :ENOTCONN,
AddrInUse => libc::EADDRINUSE,
AddrNotAvailable => libc::EADDRNOTAVAIL,
BrokenPipe => libc::EPIPE,
AlreadyExists => libc::EEXIST,
WouldBlock => libc::EWOULDBLOCK,
InvalidInput => libc::EINVAL,
InvalidData => libc::EILSEQ,
TimedOut => libc::ETIMEDOUT,
WriteZero => libc::EIO,
Interrupted => libc::EINTR,
Unsupported => libc::ENOTSUP,
UnexpectedEof => libc::EOF,
OutOfMemory => libc::ENOMEM,
_= 1

error! (

"An unknown error occurred during std::io.[{}]",
value.kind ()
)3
libc::EIO
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};
Self (eno)

31



10

11

12

13

14

15

17

18

19

20

21

22

24

25

26

27

28

29

30

31

32

33

34

36

37

38

40

41

42

6 Z7AINYRILEEED 21—l ssh_{filesystem/file_handle.rs
/T 7 ANNY EAVEBEY 2 -1

use std::collections::HashMap;

use std::sync::{
atomic::{AtomicU64, Ordering},
Arc, Mutex,

};

/) T 7 AN ROVETRRE SR
pub(super) struct Fhandles {
list: Mutex<HashMap<u64, Arc<Mutex<ssh2::File>>>>,

next_handle: AtomicU64,

impl Fhandles {
pub(super) fn new() -> Self {
Self {
list: Mutex::new(HashMap::new()),

next_handle: AtomicU64::new(0),

pub(super) fn add_file(&mut self, file: ssh2::File) -> u64 {
let handle = self.next_handle.fetch_add(l, Ordering::AcqRel);
self.list
.lock()
.unwrap ()

.insert(handle, Arc::new(Mutex::new(file)));

handle
J/TER: 2OV X MBI NTZS, IR, BYRATLAICOED, 7 7 4 MVEREDIEYS M2 (R C %
— 73:11\0

/TR TR LTTES BRI AT LAREL T ILIETTH %,
/) EoT, ZDEY 2—ILHIZBWT, lock().unwrap() 3 5,

pub(super) fn get_file(&self, fh: u64) -> Option<Arc<Mutex<ssh2::File>>> {
self.list.lock() .unwrap().get (&fh).cloned ()

pub(super) fn del_file(&mut self, fh: u64) {
self.list.lock() .unwrap() .remove(&fh); // FEDEIIIET 2, ZORFRTT 7 A L7 a— 2,
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7 Inode BEIEEY 21 —)L ssh_filesystem/inode.rs
/7! Inode EHEY 22—
use super::bi_hash_map::BiHashMap;

use std::path::{Path, PathBuf};

use std::sync::{
atomic::{AtomicU64, Ordering},
Mutex,

};

/// Inode EIEREEIR
#[ derive(Debug, Default)]
pub(super) struct Inodes {
list: Mutex<BiHashMap<u64, PathBuf>>,

next_inode: AtomicU64,

impl Inodes {
/// Inodes % ENT 2
pub(super) fn new() -> Self {
Self {
list: Mutex::new(BiHashMap: :new()),

next_inode: AtomicU64::new(1),

/// path TIEE I NTz inode ZAER L. BT 5,
/// 3T path DEEHFAET 255, BINZE T, BIIFAD inode IR T
/77 DT, ZOBBMAIIIND L ZIEZ, 77 ANV AT LRZETEL—1THD, inodeFHs 1 DD LTS
o N
pub(super) fn add<P: AsRef<Path>>(&mut self, path: P) -> u64 {
let mut list_guard = self.list.lock().unwrap();
//ER: 20U R MBI, BIER. BY AT AIKCDRD ., inode BILD IE SR RFE T E 20,
/) BBOFTED, HRS AT LB T8 TH 5,
/7 AR, ZOEY 2 — L 2RICHE,
let path = PathBuf::from(path.as_ref());
match list_guard.get_left(&path) {
Some (i) => *i,
None => {
let inode = self.next_inode.fetch_add(l, Ordering::AcqRel);
if list_guard.insert_no_overwrite(inode, path.clone()).is_err() {

unreachable! ("Unexpected duplicate inode {} or path {:7}", inode, path);
/7 BUCEBEN T = v 7ENTWHDT, HD LW,
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inode

/// path 5 inode ZHUFT %
/77 ERBDBHEB L 7205, FEROZ-0125% L TH <
#[allow(dead_code)]

pub(super) fn get_inode<P: AsRef<Path>>(&self, path: P) -> Option<u64> {

let path = PathBuf::from(path.as_ref());

self.list.lock() .unwrap() .get_left (&path) .copied()

/// inode 5 path ZHUST %

pub(super) fn get_path(&self, inode: u64) -> Option<PathBuf> {
self.list.lock() .unwrap() .get_right(&inode) .cloned()

/// inodes 6. inode DEFREHIFRT %

/7 (ERBDP L Bob v o7, FERODITIKRL THL)

#[allow(dead_code)]

pub(super) fn del_inode(&mut self, inode: u64) -> Option<u64> {

self.list.lock() .unwrap() .remove_left(&inode) .map(|_| inode)

/// path %5 iNode DEFERZHIFRT 2

pub(super) fn del_inode_with_path<P: AsRef<Path>>(&mut self, path: P) -> Option<u64> {

let path = PathBuf::from(path.as_ref());

self.list.lock() .unwrap() .remove_right (&path)

/) BRI T WD inode D path ®EHET 5,
/// old_path DMFAE L7 IT AU, 7212 LRV,

pub(super) fn rename<P: AsRef<Path>>(&mut self, old_path: P, new_path: P) {
let old_path = PathBuf::from(old_path.as_ref());
let new_path = PathBuf::from(new_path.as_ref());
let mut list_guard = self.list.lock() .unwrap();
let Some(ino) = list_guard.get_left(&old_path).copied() else {

return;
};
list_guard.remove_left(&ino) ;

list_guard.insert(ino, new_path);
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#[cfg(test)]
mod inode_test {
use super::Inodes;

use std::path::Path;

#[test]

fn inode_add_test() {
let mut inodes = Inodes::new();
assert_eq! (inodes.add(""), 1);
assert_eq! (inodes.add(Path: :new("test")), 2);
assert_eq! (inodes.add(Path: :new("")), 1);
assert_eq! (inodes.add(Path: :new("test")), 2);
assert_eq! (inodes.add(Path: :new("test3")), 3);
assert_eq! (inodes.add(Path: :new("/test")), 4);

assert_eq! (inodes.add(Path: :new("test/")), 2);

fn make_inodes() -> Inodes {
let mut inodes = Inodes::new();
inodes.add(Path: :new(""));
inodes.add(Path: :new("test"));
inodes.add(Path: :new("test2"));
inodes.add(Path: :new("test3/"));

inodes

#[test]

fn inodes_get_inode_test() {
let inodes = make_inodes();
assert_eq! (inodes.get_inode(Path: :new("")), Some(1));
assert_eq! (inodes.get_inode(Path: :new("test4")), None);
assert_eq! (inodes.get_inode(Path: :new("/test")), None);

assert_eq! (inodes.get_inode(Path: :new("test3")), Some(4));

#[test]

fn inodes_get_path_test() {
let inodes = make_inodes();
assert_eq! (inodes.get_path(1), Some(Path::new("").into()));
assert_eq! (inodes.get_path(3), Some(Path::new("test2").into()));
assert_eq! (inodes.get_path(5), None);
assert_eq! (inodes.get_path(3), Some(Path::new("test2/").into()));

#[test]

fn inodes_rename() {
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let mut inodes = make_inodes();

let old

Path::new("test2");

let new = Path::new("new_test");

let ino = inodes.get_inode(old) .unwrap();
inodes.rename(old, new);

assert_eq! (inodes.get_path(ino), Some(new.into()));

let mut inodes = make_inodes();
let inodes2 = make_inodes();
inodes.rename(Path: :new("nai"), Path::new("kawattenai"));

assert_eq! (*inodes.list.lock() .unwrap(), *inodes2.list.lock().unwrap());
q p p

36



20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

36

37

38

39

40

41

42

43

8 WAMR/NYIavYwyFEYa—Il ssh_{filesystem/bi_hash_map.rs

//! bidirectional hash map
/7 RGNy Y a<y

use std::{collections::HashMap, hash::Hash, sync::Arc};

/77 RNy & a<y
#[derive(Debug, Default, PartialEq, Eq)]
pub(super) struct BiHashMap<L, R>
where
L: Hash + Eq + Clone,
R: Hash + Eq + Clone,

left: HashMap<Arc<L>, Arc<R>>,
right: HashMap<Arc<R>, Arc<L>>,

impl<L, R> BiHashMap<L, R>
where
L: Hash + Eq + Clone,
R: Hash + Eq + Clone,

/77 FLOWRITAAN Y ¥ 2y TERERT 5
pub fn new() -> Self {
BiHashMap {
right: HashMap::new(),
left: HashMap::new(),

/) F =y VLU THAT %,
/77 TORRTEZ N 251803 BRLOVWTNHEFOF - EH LRV EDRIESN TV EREDD 5,
fn insert_no_check(&mut self, left: L, right: R) {

let right = Arc::new(right);

let left = Arc::new(left);

self.right.insert(right.clone(), left.clone());

self.left.insert(left, right);

/77 =y FITHLWERZAT 5,
7/ RO X — Y EE T 255, MIbT % FEZ L. OverwriteResult THAHIT 2,
pub fn insert(&mut self, left: L, right: R) -> OverwriteResult<L, R> {

let old_left = self.right.remove(&right);

let old_right = self.left.remove(&left);
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let result = match (old_left, old_right)

(None, None) => OverwriteResult::NoOverwrite,

(Some(0ld_1), None) => {
self.left.remove(old_l.as_ref());

OverwriteResult::0verwriteLeft((*old_1).clone())

}
(None, Some(old_r)) => {

{

self.right.remove(old_r.as_ref());

OverwriteResult: :0verwriteRight ((*old_r).clone())

}
(Some(0ld_1), Some(old_r)) => {
self.left.remove(old_1l.as_ref());

self.right.remove(old_r.as_ref());

OverwriteResult: :0verwriteBoth(

(left.clone(), (*0ld_r).clone()),
((*¥01d_1) .clone(), right.clone()),

};
self.insert_no_check(left, right);

result

/77 = FWHUWEEFAT S
/7 BEDOX —DEET 358, =7 —%2iKT,

pub fn insert_no_overwrite(&mut self, left: L, right: R) -> Result<(), (O> {

if self.contains_left(&left) || self.contains_right(&right) {

return Err(Q));
}
self.insert_no_check(left, right);

0k ()

/77 FEROx—7 55600 EE2 IS S %
/// AFIE LR WA None BB

pub fn get_right(&self, left: &L) -> Option<&R> {

self.left.get(left) .map(larc_r| arc_r.as_ref())

/77 FRID X —00 6 R O(EZ IS 2
/// FIE LR WA None BB

pub fn get_left(&self, right: &R) -> Option<&L> {
self.right.get(right) .map(larc_1| arc_l.as_ref())

77/ ERD X =T 28 S IR S
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/77 AET BB true. TFELRWEAIR false 2IKT

pub fn contains_left(&self, left: &L) -> bool {

self.left.contains_key(left)

/77 BRDX—DFAET 208 5 %R T

/7 RS 25803 true. TFIELRWGEIE false RS
pub fn contains_right(&self, right: &R) -> bool {

self.right.contains_key(right)

/77 EHloE?R S, VR MOJEEH ZHIBRS %
V4 T??Ebtcmi% . RI2H LRV,
/// DETDOMEZIR T, (FFE LR WEEX None)

pub fn remove_left(&mut self, left: &L) -> Option<R> {

let result = self.left.remove(left).map(larc_r| (*arc_r).clone());

if let Some(right) = result.as_ref() {
self.right.remove(right);
I

result

/77 BlloE? S, VR MOJEEZHIBRS %
/// TEE LR WIGEIR. 218D LW,
/77 VETOMERIRT . (FELBRWEEIX None)

pub fn remove_right(&mut self, right: &R) -> Option<L> {

let result = self.right.remove(right) .map(larc_1| (*arc_1).clone());

if let Some(left) = result.as_ref() {
self.left.remove(left);
};

result

/77 FEARE D LE ZHER

#[derive (Debug, PartialEq, Eq)]

pub enum OverwriteResult<L, R> {
NoOverwrite,
OverwriteRight (R),
OverwriteLeft (L),
OverwriteBoth((L, R), (L, R)),

#[cfg(test)]
mod tests {

use super::x
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#[test]

s/ BRI L [HOPIGD T A b

fn tanjyunna_insert() {
let mut bimap = BiHashMap: :new();
assert_eq! (bimap.insert (1, "a"), OverwriteResult::NoOverwrite);
assert_eq! (bimap.get_right(&1), Some(&"a"));
assert_eq! (bimap.get_left(&"a"), Some(&1));
assert_eq! (bimap.insert_no_overwrite(2, "b"), 0k(()));
assert_eq! (bimap.get_right (&2), Some(&"b"));
assert_eq! (bimap.get_left(&"b"), Some(&2));
assert! (bimap.contains_left(&1));

assert! (bimap.contains_right(&"b"));

#[test]
/) PEERADOT AT
/77 R AR Wlo FERE0 S — 22T S
fn overwrite_insert() {
let mut bimap = BiHashMap: :new();
assert_eq! (bimap.insert (1, "a"), OverwriteResult::NoOverwrite);
print_hash_map(&bimap, "insert (1, 'a')");
assert_eq! (bimap.insert(l, "b"), OverwriteResult::0verwriteRight("a"));
print_hash_map(&bimap, "insert (1, 'b')");
assert_eq! (bimap.get_right(&1), Some(&"b"));
assert_eq! (bimap.insert(2, "b"), OverwriteResult::0OverwriteLeft(1));
print_hash_map(&bimap, "insert (2, 'b')");
assert_eq! (bimap.get_left(&"b"), Some(&2));
assert_eq! (bimap.get_right(&2), Some(&"b"));
assert_eq! (bimap.insert_no_overwrite(3, "c"), 0k(()));
print_hash_map(&bimap, "insert (3, 'c')");
assert_eq! (
bimap.insert(2, "b"),
OverwriteResult::0verwriteBoth((2, "b"), (2, "b"))
);
print_hash_map(&bimap, "insert (2, 'b') again");
assert_eq! (
bimap.insert(3, "b"),
OverwriteResult: :0verwriteBoth((3, "c"), (2, "b"))
)3
print_hash_map(&bimap, "insert (3, 'b')");
assert_eq! (bimap.get_right (&3), Some(&"b"));
assert_eq! (bimap.get_left(&"b"), Some(&3));
assert_eq! (bimap.left.len(), bimap.right.len());
assert_eq! (bimap.get_right(&2), None);

assert_eq! (bimap.insert_no_overwrite(3, "d"), Err(());

40



182

183

185

186

187

188

189

191

192

193

194

197

198

199

200

202

203

204

205

206

208

209

210

211

214

215

216

217

220

221

222

print_hash_map(&bimap, "insert_no_overwright (3, 'd') [faill");
assert_eq! (bimap.insert_no_overwrite(5, "e"), 0k(()));
print_hash_map(&bimap, "insert_no_overwright (5, 'e') [ok]");
assert_eq! (bimap.insert_no_overwrite(5, "d"), Err(()));

print_hash_map(&bimap, "insert_no_overwright (5, 'd') [faill");

/77 FEREDHIFRD T Ak
#[test]

fn remove test() {

let mut bimap = BiHashMap: :new();
bimap.insert_no_check(1l, "a");
bimap.insert_no_check(2, "b");
bimap.insert_no_check(3, "c");
print_hash_map(&bimap, "initial map");

assert_eq! (bimap.remove_left(&2), Some("b"));
print_hash_map(&bimap, "after remove_left(2)");
assert_eq! (bimap.get_left(&"b"), None);

assert_eq! (bimap.get_right (&2), None);

assert_eq! (bimap.remove_right(&"c"), Some(3));
print_hash_map(&bimap, "after remove_right('c')");
assert_eq! (bimap.get_left(&"c"), None);

assert_eq! (bimap.get_right (&3), None);

assert_eq! (bimap.remove_left(&4), None);
print_hash_map(&bimap, "after remove_left(4) [no op]l");
assert_eq! (bimap.remove_right(&"d"), None);

print_hash_map(&bimap, "after remove_right('d') [no op]");

use std::fmt::Debug;
fn print_hash_map<R, L>(bimap: &BiHashMap<R, L>, mes: &str)

where

R: Debug + Hash + Eq + Clone,
L: Debug + Hash + Eq + Clone,

println! ("=== {} ===", mes);

println! ("Left to Right:");

for (1, r) in &bimap.left {
println! (" {:?} => {:7}", 1, 1);

}

println! ("Right to Left:");

for (r, 1) in &bimap.right {
println! (" {:?} => {:7}", r, 1);
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